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ePassport Interoperability Test Event Preface

Preface
This document describes the overall procedure of the interoperability test event
which will be held in Berlin, May 29 - May 31’ 2006.

It is meant as a guide for all participants, providing them with an overview of the
three-day event.
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Event Overview

ePassport Interoperability Test Event

1 Event Overview

The event consists of the following elements

Interoperability Test Event
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Figure 1-1: Interoperability Test Event Overview

Each step of the event will be described in a separate chapter.
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ePassport Interoperability Test Event Registration Process

2

2.1

Registration Process

ePassport Registration Process

ePassport Registration/Deregistration Process

Receive ePassport
and test result summary

Filling out ePassport

registration sheet Return receipt upon

deregistration

Preparation of five

Receive receipt P
equal passports

w7

Register Create Deregister Return
ePassports ePassport receipt ePassport ePassports

Figure 2-1: ePassport Registration/Deregistration Process

According to the technical outline specification of the interoperability test event, the
ePassport supplier must provide a set of five equal passports . After the issuing of
the set, the supplier should prepare the ePassport registration sheet (see Figure
2-2) to speed up the registration process. The sheet can be downloaded at
www.essen-group.org/berlin (“Downloads” section). Pass the registration sheet to-
gether with the ePassports to the registration desk on May 29.

Together with the ePassports the corresponding country-signer certificate and - if
not included in the ePassport - the document-signer certificate must be provided.

You can supply the certificates via e-mail to Technical@InteropTest-Berlin.de or by
any removable storage medium (e.g. USB thumb drive, CD-ROM) to the registration
desk.

Upon registration the registration desk will assign a unique pack-number to this set
of passports. At the end of the registration process the ePassport provider will get a
receipt. This receipt must by kept in safe custody since it is needed for admission to
the conformity tests and the deregistration process.

An ePassport supplier is free to register two different packs of ePassport with five
samples each. For each pack a separate registration sheet has to be completed.
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ePassport Interoperability Test Event

ePassport Registration Sheet
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Figure 2-2: ePassport Registration Sheet
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2.1.1

ePassport Pack Distribution

e-Passport
Pack

~3 Lot
Track 1 Track 2 Track 1 Track 2

2.1.2

Figure 2-3: Distribution of ePassports

After the registration process, the ePassport pack is distributed to five different
queues.

The first two samples are assigned to the cross-over test. This test is splitted into
two tracks. This is done for performance reasons. Each track is used to access one
half of the registered ePassport readers (see 4).

The third queue is used for the conformity-testing track 1 where the layers 1 - 4 of
the conformity test specification are tested. The fourth queue is assigned to track 2
of the conformity testing for the layer 6 and 7 tests (see 43).

The fifth passport of each set is kept by the event management as a reference sam-
ple, in case that a passport shows unexpected behaviour, it can be replaced by this
sample.

Deregistration

After the test event, the registered passports are returned to their suppliers. The
supplier has to identify himself by returning the registration receipt back to the regis-
tration desk.

Together with the passports he will receive a copy of the conformity test results.

Event Procedure Version 1.1, 2006.05.24 9



Registration Process ePassport Interoperability Test Event

2.2  ePassport Reader Registration Process
Register ‘\_/_\I
Figure 2-4: ePassport Reader Registration Process

An ePassport-reader vendor should complete the ePassport-reader registration
sheet in preparation of the event.
Each vendor is free to register as many different reading systems as desired, but he
has to fill out a separate registration sheet for each system. All registered systems
will be included in the official test results.
The registration sheet should be passed to the registration desk on May 29.
The registration office will prepare a reader position in the cross-over-testing hall for
each registered system. The reader vendor can access his desk in the morning of
May 30 to prepare his system for the cross-over test.

10 Version 1.1, 2006.05.24 Event Procedure
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Figure 2-5: ePassport Reader Registration Sheet

Event Procedure Version 1.1, 2006.05.24 11



Conformity Test Process ePassport Interoperability Test Event

Conformity Test Process

The conformity test is performed as a “closed door” test which means that the re-
sults of the conformity tests will not be made public. Only the vendor of the tested
ePassport can attend the testing and will receive the test results. Only a general
overview of the test results is made public.

Two samples of each registered ePassport set are assigned to the conformity test-
ing. The testing is organised in time slots of 20 minutes each. The assignment of the
specific passports to their test slots is published in a time table, so that an ePassport
supplier can join the test of his sample. The ePassport registration receipt serves as
an admission ticket to observe the test.

During the test slot the test of the conformity-test layers 1-4 and 6-7 are performed
in parallel. The vendor will receive a combined test protocol afterwards. If the
ePassport supplier does not participate in the conformity tests, he will receive the
results upon deregistration of his samples.

Dedicated contact persons will be nominated by the event organiser so that result
details can be discussed after the test has been completed.

12
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ePassport Interoperability Test Event

Conformity Test Process

3.1 Test Sequence

1. When a test time slot for an ePassport begins, a set of two identical registered
ePassport samples will be assigned to the conformity test team. One team will

perform a subset of the layer 1-4 tests and the other team will execute the layer
6-7 tests.

2. The provider of the tested sample can observe the test. He has to identify
himself by showing the ePassport registration receipt.

3. The layer 1-4 team will perform a subset of the tests specified in the TF 4
conformity-test plan part 2. The focus of the selected test cases lies on

(0]

Electro-magnetic field tests

0 Timing test

(0]

ISO 14443-3/4 protocol tests

4. The layer 6-7 team will perform a subset of the tests specified in the TF 4
conformity-test plan part 3. The focus of the selected test cases lies on

(0]

(0]

(0]

(0]

5. After all conformity tests have been completed, a printed test protocol will be

File access control
Short file identifier support
CBEFF - encoding

Passive authentication

issued to the ePassport supplier.

Event Procedure
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Cross-Over Test Process ePassport Interoperability Test Event

4 Cross-Over Test Process

The cross-over test is carried out in a similar way as known from other interoperabil-
ity-test events.

The participating reader vendors will set up their equipment in the testing hall where
each reading device will get a unique registration number. Test teams carrying all
registered passports will pass around and test all passports at all reader stations.
The test results are manually logged in the cross-over test protocol sheet (see
Figure 4-1).

14 Version 1.1, 2006.05.24 Event Procedure



ePassport Interoperability Test Event Cross-Over Test Process

4.1  Test Sequence

1. The test team acquires an ePassport bag with a set of five different passports
from the test management desk.

2. As soon as a test team accesses an ePassport-reader station, they will check
by means of the ePassport check list included in their bag, whether this
ePassport-reader station has not been processed for this bag before.

3. They will take a passport out of their ePassport bag and hand it over to the
ePassport-reader station. The ePassport-reader team checks that this
ePassport has not been tested before by comparing the ePassport registration
number with their ePassport-reader check list

4. Before the first measured test cycle is performed, the test team is free to
conduct a “warm-up” phase to familiarise them with the reading system.

5. The ePassport-reader team starts the passport reading process. The test team
measures the time required for the entire reading process. The covered time
period depends on the reading system.

o For full page-reader systems the time measurement starts as soon as the
passport is put onto the scanner and the device has detected the passport.
The time stops as soon as all data has been read from the passport and is
displayed on the screen.

o For swipe-reader systems the measurement includes the swipe action, so the
complete swipe and plunk sequence is measured.

o0 For systems with manual MRZ acquisition (not recommended) the time starts
after the MRZ data necessary for BAC has been entered.

Note: An ePassport reader must be used in its intended operation mode as stated
in the ePassport-reader data sheet (showed at the ePassport-reader station).

6. After the test has been completed, the results are entered into the cross-over
test protocol sheet. The ePassport-reader system must be used in its
intended way. Additional tools like spacers must not be used; the ePassport is
placed as close as possible to the reader’s surface.

7. For each passport three independent reading cycles are performed. If the
passport shows different behaviour (errors) in each cycle, please note the
details in the “additional comments” section of the test-protocol sheet.

8. After the passport has been tested, it is marked in the ePassport-reader
check list of the ePassport-reader team. The test sequence is repeated with
step 3 until all passports in the ePassport bag have been tested.

9. After the bag is completed at an ePassport-reader station, the test team marks
the ePassport reader as completed in their ePassport check list

Event Procedure Version 1.1, 2006.05.24 15



Cross-Over Test Process

ePassport Interoperability Test Event

10. After all ePassport readers have been completed for this ePassport bag, the
test team returns the bag back to the management desk where they acquire a

new bag.

4.2 Test Protocol Items

Figure 4-1: Cross-Over Test Protocol Sheet

Table 1 Test Protocol Items

ePassport-reader number

The reader number identifies the ePassport-
reader station at which the test has been
performed. This number is pre-printed onto
the sheet.

General Test Parameters

ePassport-registration number

The ePassport-registration number identifies
the tested passport. This number must be

16
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ePassport Interoperability Test Event

Cross-Over Test Process

taken from the label on the back of the pass-
port.

Test-team number

The test-team number identifies the team
carrying out the test.

Test Results

n™ test cycle

The test team carries out three test cycles.
For each cycle the reading time and the
overall test result are logged. The reading
time will only be measured, if the reading
process succeeds; otherwise the time value
is not meaningful and must not be entered.

Security Mechanisms

BAC

If the reader application indicates that the
passport is BAC-protected and if it could be
read, mark the BAC “success” field.

If a BAC-related error occurs, mark the “fail-
ure” field.

If the passport is not BAC-protected or if this
is not indicated by application, do not mark
any field of this item.

This item is rated as a success, if the signa-
ture of the active authentication process
could be successfully verified.

If the passport and/or the application do not
support AA, do not mark any field of this
item.

Passive authentication

The rating for this item should reflect the
overall result of the passive authentication
process. Normally, if one of the verification
steps fails, the overall result fails, too. If the
reader software shows the detailed results of
the passive authentication process, these
results should be entered in the following
sub-items.

Event Procedure

Version 1.1,

2006.05.24 17




Cross-Over Test Process

ePassport Interoperability Test Event

Data-group hash verification

This sub-item refers to the data-group
hashes stored in the document-security ob-
ject. If the hash values of all read data
groups are verified successfully, the success
field should be marked. If the software does
not show this result in detail, no field must be
marked.

SOPD signature verification

This sub-item refers to the signature of the
document-security object. If the signature is
mathematically correct, the success field
should be marked. If the software does not
show this result in detail, no field must be
marked.

DS certificate verification using the country-
signing CA certificate

This sub-item refers to the document-signer
certificate. This certificate has to be verified
with a trusted country signing certificate. If
the certificate could be verified, the success
field should be marked. If the software does
not show this result in detail, no field must be
marked. If the matching country-signing cer-
tificate is not available, no field of this item
must be marked.

LDS Data Visualisation

MRZ data displayed

This item is rated as a success, if the MRZ
data read from the chip (DG1) has been
interpreted correctly by the reader applica-
tion.

Face image displayed

This item is rated as a success, if the face-
image data read from the chip (DG2) has
been interpreted and displayed correctly by
the reader application.

Data Groups

Data group 1 - 16

This item group refers to the LDS data
groups which are accessed by the reader. If
the application successfully reads a data
group, mark the corresponding item as a
success. If the read is attempted but fails,

18 Version 1.1,
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ePassport Interoperability Test Event

Cross-Over Test Process

the failure field has to be marked. If the ap-
plication does not try to access a certain

data group or if a data group is not present
on a passport, you must not mark any field.

EF.SOD Mark this item as a success, if the EF.SOD
could be read from the passport. For this
item it does not matter whether the signature
and hash value can be verified successfully.

EF.COM Normally, you cannot see whether the appli-

cation reads the EF.COM file. If the reader

team can prove that the EF.COM has been
read, mark the success field. Otherwise do

not mark any field unless an EF.COM read-
ing error is displayed.

Optional elements

Chip authentication (EAC)

If the application indicates successful proc-
essing of the chip-authentication mechanism
as defined in the EAC specification 1.0, mark
the “success” field of this item.

If the passport and/or the application do not
support EAC, do not mark any field of this
item.

Terminal authentication (EAC)

If the application indicates successful proc-
essing of the terminal-authentication mecha-
nism as defined in the EAC specification 1.0,
mark the “success” field of this item.

If the passport and/or the application do not
support EAC, do not mark any field of this
item.

Fingerprint image displayed.

This item is rated as a success, if the finger-
print-image data read from the chip (DG3)
has been interpreted and displayed correctly
by the reader application. If there is no DG3
on the passport or if the reader has no ac-
cess to the fingerprint image, do not mark
any field of this item.

Event Procedure
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Cross-Over Test Process

ePassport Interoperability Test Event

Additional comments

Fill this field with any comments or observa-
tions made during the test.

20
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Glossary

5 Glossary

Test team

ePassport bag

ePassport-reader station

ePassport check list

ePassport-reader check list

Cross-over test protocol

Each test team consists at least of two vendor-independent
persons. They are recruited from governmental or other in-
dependent organisations.

All registered test passports are arranged in sets of five dif-
ferent passports. Each set is put into an ePassport bag. A
test team carries one ePassport bag at a time and performs
the tests for all passports in the bag.

All ePassport-reader stations are set up in the cross-over
test area. They are accessed by the test teams which will
perform the test procedure with all passports in their ePass-
port bag.

The ePassport check list is carried around with the ePass-
port bag. All ePassport-reader stations which have been
processed with the ePassports in the bag are marked as
completed.

The ePassport-reader check list remains at the ePassport-
reader station. Within this list all ePassports tested at this
ePassport-reader station are marked.

For each ePassport test at each ePassport-reader station a
separate test-protocol sheet is filled out.

Event Procedure
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