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1 Introduction 
Following the successful interoperability tests in the past, Germany hosted the interoperability 
test event for ePassports in Berlin, May 29 – June 1, 2006 (ePassport Interoperability Test Event). 
The ePassport Interoperability Test Event was held by the Federal Ministry of the Interior in 
close co-operation with the Brussels Interoperability Group (BIG) and was supported by the 
European Commission and ICAO’s New Technology Working Group (NTWG). 
 
The ePassport Interoperability Test Event consisted of: 

·  a cross-over test of ePassport samples and readers, 
·  testing according to the “RF Protocol and Application Test Standard” (ePassport 

Conformity Test), 
·  a conference, a workshop including presentations and a poster session, 
·  an industry exhibition to give an overview of complete ePassport systems and 

components. 
 
The test event took place at the Crown Plaza Hotel in Berlin and was organised by the German 
Federal Ministry of the Interior (BMI), the Federal Office for Information Security (BSI), the 
Federal Criminal Police Office (BKA) and the German Standards Body (DIN). 
 

2 Structure and content of the Interoperability Tes t 
Given the progress made in the previous interoperability events, where participants showed the 
general ability to comply with ICAO’s ePassport standards, the ePassport Interoperability Test 
Event was aimed to focus on digital security features and compliance with the “RF Protocol and 
Application Test Standard” (ICAO Technical Report and upcoming ISO standard). The testing 
activities therefore should no longer be based on idealised boundary conditions, but on realistic 
data that reflects likely conditions in the field. 

2.1 Requirements for participants 
The following technical requirements for ePassport samples and readers were imposed on the 
participants: 

2.1.1 ePassport samples 
·  Each ePassport provider was required to deliver 5 identical samples each with a non-

standard dataset. In order to ensure comparability, it was recommended that the samples 
within the group of 5 should be identical with regard to: 
o EF.COM, i.e. same number of data groups on each ePassport present 
o Name, surname, date of birth should be identical 
o Data groups DG2 and – if present – DG3 should be identical 
o The same security mechanisms (BAC/no BAC; AA/no AA etc.) should be used 
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o The same cryptographic algorithms should be used (same hash algorithm, same 
signature algorithm, same key length) 

o The same document signing certificate and the same country signing certificate should 
be used 

o The same chip type and operating system should be used 
·  Identical ePassport serial numbers were not required 
·  At most two sets of 5 ePassport samples per participant were tested. In the case of two 

ePassport sets, one of them could be labelled as “Priority A”, for which a complete testing 
was guaranteed. 

·  The personalisation of the samples should correspond to the ICAO and EU minimum 
requirements: EF.COM, EF.DG1, EF.DG2, EF.SOD, optionally BAC. 

·  Standard data sets from previous interoperability tests (Silver data set, Tsukuba data set, 
Orchid data set etc.) were not permitted. 

·  Only passport books (ID-3 size) or ID-3 size cards were allowed to participate. 
·  Each sample was required to have an optically personalised data page, at least having a 

machine readable zone (MRZ). 
·  All data had to be properly digitally signed. 
·  Passport manufacturers were required to submit the Document Signing Certificate (if not 

on the chip itself) and the Country Signing Certificate (CCSCA) together with their samples 
to the organisers in order to allow the validation of the complete certificate chain. These 
certificates were distributed through the test events website via LAN/WLAN and by data 
storage media. 

2.1.2 ePassport reader suppliers 
·  All readers shall be able to read the MRZ optically (RF readers with attached swipe 

readers or full page readers with integrated RF and MRZ reader). 
·  It was highly recommended that readers and software should be able to validate the 

certificate chain up to CCSCA as required by the ICAO Passive Authentication scheme. 
·  Readers and software should be able incorporate other countries’ CCSCAs in order to 

validate the certificate chain up to CCSCA. These certificates were provided through the 
test events website via LAN/WLAN. 

·  All readers must support both ISO 14443 type A and type B chips. 

2.1.3 System integrators, components  
·  The focus of the ePassport Interoperability Test Event was on passport books and ID3-

sized cards. 
·  For the cross-over test and the official RF Protocol and Application test, only officially 

registered samples were permitted. 
·  If time and space permitted, components such as inlays, ID1-sized cards etc. were tested 

during the event in the cross-over test setup on a bilateral basis. These results were not 
included in the official reporting. 
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·  Within the exhibition area, participants were free to set up and run test equipment for both 
passport books and components. 

2.2 Technical Focus 
Beyond functional testing, the ePassport Interoperability Test Event focussed on digital security 
features and the upcoming “RF Protocol and Application Test Standard”. 

2.2.1 Security 
The test focussed on ICAO’s mandatory Passive Authentication mechanism as it is outlined in 
[PKI]. 

·  It was strongly recommended that reader manufacturers authenticate the data on the 
ePassport by validating the complete certificate chain up to CCSCA and to display the result 
of this operation. 

·  Participants were required to provide their Document Signing Certificates (if not stored 
on the chip itself) and Country Signing Certificates (CCSCA) to the organisers. 
Alternatively, they were allowed to use a test document signing certificate and the 
corresponding test Country Signing Certificate to sign the data on their samples. The 
certificates could be generated for the sole purpose of the ePassport Interoperability Test 
Event. 

·  For the test, these certificates were provided through the test events website via 
LAN/WLAN and by data storage media (CD, USB memory stick etc.). 

2.2.2 RF Protocol and Application Test Standard 
Just in time for the EU’s deadline on the issuance of ePassports (August 28, 2006), the ePassport 
Interoperability Test Event provided the unique opportunity of in-depth testing against the 
upcoming ISO RF Protocol Testing Standard [TR_RF2, TR_RF3] and was beyond cross-over 
testing of readers vs. ePassport samples. 

·  Issuing nations were given the possibility to thoroughly test their samples by using the 
draft “RF Protocol and Application Test Standard”. By doing so, they were able to 
identify possible weaknesses and deviations from the ICAO recommendations and ISO 
standards. 

·  This part of the test ran independently and in parallel to the regular cross-over test. 
Participants received a detailed test report of their samples’ performance. These results 
are not part of the official reporting. 

·  Selected test cases covered layers 1-4 [ISO 14443, TR_RF2] as well as 6-7 [ISO7816, 
LDS, PKI, TR_RF3]. 

2.3 Test Layout 

2.3.1 Overview 
The cross-over test and the conformity test were performed in parallel. 
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Figure 1: Interoperability Test Event overview 

 
After registration the ePassport sample packs were distributed in the following way: 

·  Each ePassport provider supplied packs of five identical samples. 
·  A maximum of two packs per provider was accepted. 
·  Two ePassports were used for the cross-over test. 
·  Two ePassports were used for the conformity test. 
·  One ePassport was used for reference purposes. 

 

 
Figure 2: Distribution of sample ePassports 
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2.3.2 Back Office Test 
In order to obtain comparable results, each ePassport was checked by a reference configuration in 
the back office using: 

·  Various RF readers (e.g. Philips Pegoda for Type A/B and ACG Dual passport reader) 
·  Rochford Thompson RTE 6701 MRZ Swipe reader 
·  Golden Reader Tool (GRT) version 2.7.2 

 

 
Figure 3: Back office test 

 
The results of this test are reported as back office test results (see chapter 3.1). 

2.3.3 Cross-Over Tests 
From each pack two ePassports were used for the cross-over test – each one was tested with one 
half of the readers. So all registered ePassport packs were tested versus all registered ePassport 
readers. The cross-over tests were performed by dedicated test teams which were recruited from 
attending representatives of governments or their partners. The registered ePassports were 
arranged in bags with five different samples. All registered ePassport reader stations were tested 
versus all registered sample types. 
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Figure 4: Cross-over test 

 
The following test sequence was conducted during the cross-over test: 
 
1. The test team acquired an ePassport bag with a set of five different ePassports. 
2. At an ePassport reader station, the team checked whether this ePassport reader station had 

been processed for this ePassport bag before or not. 
3. The test team handed the first/next ePassport over to the ePassport-reader station. 
4. Before the first measured test cycle was performed, the test team was free to conduct a 

“warm-up” phase to familiarise with the reading system. 
5. The ePassport reader team started the ePassport reading process. The test team measured the 

time required for the entire reading process. The covered time period depended on the reading 
system:  
·  For full page-reader systems the time measurement started as soon as the ePassport was 

put onto the scanner and the device had detected the ePassport. The time stopped as soon 
as all data had been read from the ePassport and was displayed on the screen. 

·  For swipe-reader systems the measurement included the swipe action, so the complete 
swipe and plunk sequence was measured. 

·  For systems with manual MRZ acquisition (not recommended) the time started after the 
MRZ data necessary for BAC had been entered. 

 
Note: An ePassport reader had to be used in its intended operation mode as it was stated in 
the ePassport reader data sheet (which was shown at the ePasspor reader station). 
Additional tools like spacers were not to be used; the ePassport was placed as close as 
possible to the reader’s surface. 
 

6. After the test had been completed, the results were noted in the cross-over test protocol sheet. 
7. For each ePassport three independent reading cycles were performed. Each result was noted. 
8. After the ePassport had been tested, this was marked in the ePassport reader check list of the 

ePassport reader team. The test sequence has been repeated starting with step 3 until all 
ePassports in the ePassport bag have been tested. 
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9. At completion of the bag at an ePassport reader station, the test team marked the ePassport 
reader as completed in their ePassport check list. 

 
The results of this test are reported as cross-over test results (see chapter 3.2). 

2.3.4 Conformity Test 
In contrast to the cross-over test the conformity test was based on fix criteria. By using different 
test cases the behaviour of the chip was measured and compared against the conformance criteria. 
This process guaranteed comparable results for all tested ePassports. 
 

  
Figure 5: Conformity test layer 1-4 (Cetecom, left) and layer 6-7 (secunet, right) 

 
The processing of the conformity tests was based on the following principles: 

·  Conformity tests were conducted as “closed door tests”. 
·  Only the ePassport supplier was allowed to observe the tests of their own samples. 
·  Only ePassport suppliers received the results on their samples in a detailed protocol. 
·  Each ePassport supplier was assigned to a 20 minutes time slot for the conformity test. 

 
Due to the limited time, only a subset of the conformity tests according to the current draft of the 
“RF Protocol and Application Test Standard for ePassport“ was performed at the conformity test 
session:1 

·  Layer 1-4 
o Communication Stability (6.3.1 / 6.3.2) 
o Start-Up Time (7.1.1/ 7.1.2) 
o Handling of RATS (8.1.3 / Type A only) 
o Handling of ATTRIB (8.2.4 Type B only) 
o Chaining of I-Blocks (8.3.2) 

                                                 
1 At the time of the Interoperability Test Event the ICAO Technical Report was in draft status, so the numbering of 
the test cases is taken form the equivalent specifications of the BSI (version 1.03.1 for Layer 1-4, version 1.03 for 
Layer 6/7). 
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o PICC reaction on CID (8.3.5) 
·  Layer 6 

o ISO7816_B_4 (Plain SelectFile command for data group 2 on a BAC protected 
ePassport) 

o ISO7816_C_23 (Plain ReadBinary command with SFI on a BAC protected ePassport) 
o ISO7816_D_3 (SelectFile command with an invalid parameter P1) 
o ISO7816_E_5 (Valid ReadBinary command with SFI for EF.COM) 

·  Layer 7 
o LDS_A_3  (LDS Version number referred by EF.COM) 
o LDS_C_7  (Data Group 2 CBEFF Format Owner Element) 
o LDS_C_8  (Data Group 2 CBEFF Format Type Element) 
o LDS_D_7  (Coding of the Document Signer Certificate) 

 
The results of this test are reported as conformity test results (see chapter 3.3). 
 

3 Results 

3.1 Back Office Test 
In order to obtain comparable results and to highlight potential difficulties in the personalisation, 
all ePassports were read with the same equipment to obtain statistical data. 
 
For encoding evaluation, all five ePassports of one set were recorded and read with  

·  MRZ-Reader RTE 6701 
·  Philips Pegoda Reader (with capability to read type A and B) for a detailed analysis of the 

ePassports 
·  GRT 2.7.2 (modified to enable logging of ePassport properties) 

 
For timing evaluation, only one ePassport (#5) of one set was recorded and read with  

·  MRZ-Reader RTE 6701 
·  ACG Dual Passport Reader for comparable speed results 
·  GRT 2.7.2 (modified to enable logging of ePassport properties) 

3.1.1 General observations 
·  All vendors supplied a set of ePassports (sometimes with low quality MRZs which 

resulted in MRZ reading problems). 
·  No standard data sets (e.g. Silver Data Set, Tsukuba Data Set) were provided. 
·  100% of all ePassports contained the document signer certificate on the chip, for 410 

ePassports we received Country Signing Certificates: 93%. 
·  Type B ePassports tend to be sensible to field strength variations. 
·  Shielded ePassports were difficult to read; especially for swipe & plunk readers 
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3.1.2 Encoding Statistics and Quality  
 
Statistics Result Result [%] 
Total number of ePassports registered 440 100.0 
    
Number of ePassports Type A 265 60.2 
Number of ePassports Type B 175 39.8 
    
ePassports with BAC 420 95.5 
ePassports with AA 160 36.4 
ePassports with Chip Authentication (CA) 0 0.0 
ePassports with Terminal Authentication (TA) 0 0.0 
Table 1:  Number, type and digital security features of the ePassports tested 
 
Table 1 shows the quantity of registered ePassport samples. Additionally it contains the amount 
of ePassports of type A or type B and the proportion of implemented security features. Please 
note, that CA and TA protocols are part of the EU Extended Access Control (EAC) scheme. 
 
Evaluation SOD Result Result [%] 
SOD Coding OK 434 98.6 
SOD Hash OK 439 99.8 
SOD Signature OK 439 99.8 
Table 2:  Encoding quality of the security object (with respect to the integrity of the SOD, not 

the certificate chain) 
 
Table 2 shows the evaluation results for the EF.SOD file. For one ePassport the reading attempt 
was not successful. Five ePassports (all samples from one set) contained an invalid data group 
index in EF.SOD. 
The 439 ePassports with correct SOD signature implemented the signature algorithms as stated in 
Table 3 and the ePassports with correct SOD hash implemented the hashing algorithms as stated 
in Table 4. 
 
Signature Algorithms SOD Result Result [%] 
ECDSAwithSHA1 37 8.4 
RSA 88 20.0 
RSA PSS 80 18.2 
SHA1withRSA 187 42.6 
SHA256withRSA 47 10.7 
Table 3:  Usage of signature algorithms 
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Hashing Algorithms SOD Result Result [%] 
SHA1 288 65.6 
SHA256 141 32.1 
other 10 2.3 
Table 4:  Usage of hashing algorithms 
 
Evaluation EF.COM Result Result [%] 
EF.COM OK 440 100.0 
LDS V1.6 30 6.8 
LDS V1.7 360 81.8 
other 50 11.4 
EF.COM Match SOD 439 99.8 
Table 5:  Evaluation of EF.COM encoding 
 
Table 5 shows the evaluation results for the EF.COM file. For all registered ePassports the coding 
of the EF.COM file was correct, but nearly 20 % did not use the currently valid LDS version. 
Since for one ePassport the reading attempt of EF.SOD was not successful, it certainly doesn’t 
match to the EF.COM. 
 
Evaluation DG1 Result Result [%] 
DG1 OK 439 99.8 
those with DG1 Hash OK2 432 98.4 
Table 6:  Evaluation of DG1 encoding 
 
Table 6 shows the evaluation results for the DG1 file (MRZ). For one of the registered ePassports 
the reading attempt of the DG1 file was not successful. For seven of the ePassports the hash of 
DG1 was not correct2. 
 
Evaluation DG2 Result Result [%] 
DG2 OK 432 98.2 
those with DG2 Hash OK2 426 98.6 
JPEG 301 69.7 
JPEG 2000 131 30.3 
Facial Image Type   
 Full Frontal 175 40.5 
 Token Frontal 175 40.5 
 Basic 77 17.8 
 Others 5 1.2 

                                                 
2 It should be noted that two ePassports (two identical samples of ePassport_ID #0050) with manipulated DG1 and 
DG2 were intentionally introduced in the test (for details see chapter 3.2.5). 
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Evaluation DG2 Result Result [%] 
ISO Coding (ISO 19794-5)   
 FCD 47 10.9 
 FDIS 385 89.1 
Size DG2 (Byte)   
 Min 6985  
 Max 35571  
 Average 17947  
 Median 18014  
Table 7:  Evaluation of DG2 encoding 
 
Table 7 shows the evaluation results for the DG2 file (facial data). For eight of the registered 
ePassports (six different packs) the decoding of the DG2 file was not successful. For six of the 
ePassports the hash of DG2 was not correct2. 
Even though ICAO Document 9303 [Doc9303] requires either full frontal image or token image 
for the facial image type nearly 20% of the samples contained different facial image types. 
 
Evaluation DG3 Result Result [%] 
DG3 OK 30 6.8 
those with DG3 Hash OK 30 100.0 
Size DG3 (Byte)   
 Min 13134  
 Max 19839  
 Average 15860  
 Median 16297  
Table 8:  Evaluation of DG3 encoding 
 
Table 8 shows the evaluation results for the DG3 file (finger data). 30 ePassport samples (six 
packs) contained DG3 files. 
 
Evaluation DG15 Result Result [%] 
DG15 present 160 36.4 
DG15 OK 160 100.0 
DG15 Hash OK 160 100.0 
Table 9:  Evaluation of DG15 encoding 
 
Table 9 shows the evaluation results for the DG15 file (Active Authentication public key info). 
 
Beside these widely used data groups some ePassports contained additional DG files. Table 10 
shows the number of such ePassports. 
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Additional data groups Result Result [%] 
DG11 present 38 8.6 
DG12 present 43 9.8 
DG13 present 30 6.8 
DG14 present 0 0.0 
Table 10:  Additional data groups 
 
Up to 10% of the registered ePassports contained the data groups 11, 12 or 13 (additional 
personal or document data). However no ePassport contained a DG14 file, which is used for EAC 
mechanism. 

3.1.3 Reading times and data rates 
Because just one sample (#5) from a package was used for timing measurement and not all 
ePassport suppliers delivered complete packs with 5 samples the following results are based on a 
total number of 84 different ePassport samples. 
 
Reading Time Reading Time [sec] Data Rate [KByte/sec] 
All ePassports   
 Min 2.8 1.2 
 Max 17.8 6.6 
 Average 5.8 3.9 
 Median 5.5 3.7 
ePassports with BAC   
 Average 5.8 3.8 
ePassports without BAC   
 Average 5.7 4.8 
ePassports with AA   
 Average 6.3 3.8 
ePassports with CA   
 Average - - 
ePassports with TA   
 Average - - 
Table 11:  Average reading times and data rates (amount of data read / read time) from the back 

office test 
There were just a very few ePassports without BAC protection. So this result could not be 
generalised. 

3.2 Cross-Over Test 
As described in chapter 2.3.3 during the cross-over test, one representative of each registered 
ePassport pack was read by each registered reader system. At maximum, for one ePassport 
sample three successful readings could be achieved per reader system. 
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The results were noted manually by the test teams in a test protocol. The protocol contained the 
following data: 

·  Reading time for each of the three read attempts 
The reading time was only measured if the reading process succeeded; otherwise the time 
value was not meaningful and the attempt was marked as failure. 

·  Security mechanisms 
The rating for the security mechanisms was noted as success if the application clearly 
indicated that the mechanism has been successfully proofed. As long as no obvious failure 
was indicated, nothing was recorded. If the reader software showed the detailed results of 
the passive authentication process, these results were noted in the corresponding sub-
items. 

·  Mandatory LDS data visualisation 
Here it was logged if MRZ data and face image were displayed successfully or not. 

·  Data groups 
This item group referred to the LDS data groups which have been accessed by the reader. 
If the application successfully read a data group and displayed its content, the 
corresponding item was marked as success. If the read was attempted but failed, it was 
marked as failure. If the application did not try to access a certain data group or if a data 
group was not present on a ePassport, the field was not marked. 

·  Optional data elements 
This item group referred to the support of the EAC specification 1.0 as proposed for EU 
fingerprint ePassports. If the ePassport and the reader supported this specification the 
corresponding results were logged. These results were informal only. 

·  Additional comments 
 
Note: About 50% of all readers planned to use the GRT, but even more vendors switched to GRT 
during the test. 

3.2.1 ePassport Performance 
Figure 6 shows the reading performance of the ePassports, which shows the ratio of successful 
readings to the total number of readings for every ePassport sample. 
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Figure 6:  ePassport performance: percentage of successful reads (successful reads / total 

number of possible reads) vs. passport_ID 
 
Note: The results of the following ePassports have been flawed due to technical issues: 

·  ePassport #0079: The ePassport was not equipped with BAC but many reader vendors 
using the GRT tried to read it with BAC mechanism enabled, which lead to an error. This 
is not an ePassport failure but an incorrect usage of the GRT regarding this particular 
ePassport. 

·  ePassports #0013 and #0014: The versions 2.7.x of the GRT were distributed with an 
already pre-filled certificates database (file certs.db) including a certificate coincidentally 
matching the correct certificates of these ePassports. Reader vendors using this version of 
the GRT including the database may have displayed errors in signature and/or certificate 
chain verification. This is not an ePassport failure but an incorrect behaviour of the GRT 
which did not use the correct certificate.  
During back office registration, both document signer certificate and certificate chain 
were detected to be correct for these ePassports. 

 
Most ePassport samples could be read by the vast majority of reading systems, as illustrated by 
Figure 7. 
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Figure 7:  Cumulative histogram plot of ePassport performance: the majority of the ePassports 

could be successfully read, although only a few were read in all cases  
 
For two ePassport samples all read attempts were processed successfully. More than three-
quarters of the ePassport samples achieved a ratio of successful read attempts of at least 80%. 
Just one ePassport sample achieved a ratio of successful read attempts of less than 50%. 

3.2.2 Reader Performance 
Figure 8 shows the reading performance of the ePassport reader. The reading performance shows 
for every reader the ratio of successful reads to the total number of reads. 
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Figure 8:  ePassport reader performance: percentage of successful reads (successful reads / total 

number of possible reads) vs. reader_ID 
 
While Figure 8 illustrates the performance with respect to the success of all reading attempts 
(best case: three out of three read attempts were successful per ePassport sample), Figure 9 shows 
the number of readers for which at least one out of three read attempts was successful. 
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Figure 9:  ePassport reader performance: percentage of at least one successful read per ePassport 

sample vs. reader_ID 
 
Figure 9 shows that two reading systems (#7 and #12) were able to successfully read all 
ePassports, meaning that at least one out of three readings attempts was successful. 
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Figure 10:  Cumulative histogram plot of ePassport reader performance: the majority of the 

readers could successfully read the ePassports during the cross-over test, but only a 
few could read all passports 

 
For two ePassport readers more than 98% of all read attempts were processed successfully. More 
than two-thirds of the ePassport readers achieved a ratio of successful read attempts of at least 
80%. Just three ePassport readers achieved a ratio of successful read attempts of less than 50%. 

3.2.3 System Reading Times 
While the reading times and read rates reported in chapter 3.1.3 were derived under ideal 
standard conditions during the back office test, the actual system reading times measured during 
the cross-over test show different results. For the organisers, the recording of reading times 
during the cross-over test was a question of lower priority and was meant to give hints to the real 
ePassport reading times at e.g. a point-of-entry. Unfortunately, vendors regarded this issue with a 
higher priority and established a speed-competition. 
 
Reader set-up Average reading time [sec] 
Manual MRZ acquisition 5.1 
Swipe & Plunk reader 9.1 
Full page reader 9.5 
Table 12:  System reading times from the cross-over test 
 
Therefore, due to the following reasons, the timings given in Table 12 have to be considered with 
some limitations: 
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·  For manual MRZ acquisition (the method least recommended by the organisers), the 
timing started after the MRZ was typed in, sometimes resulting in a considerable 
reduction of the recorded time. Of course, the overall read time increased with manual 
MRZ entry. 

·  For swipe & plunk as well as full page reader operation, the MRZ acquisition was part of 
the time measured. 

·  During the test, some reader manufacturers switched from swipe or full page mode to 
manual MRZ acquisition in order to gain a few seconds. This behaviour resulted in a 
mixed-mode average on the timings above.  

·  Advanced full page reader systems do not only read out the chip, but perform optical 
checks of physical security features as well. As these checks are of outmost importance at 
a real border crossing scenario, they did add some time to the overall time measurement 
during the cross-over test. However, the various vendors tried to minimise the time spent 
for these checks by disabling them as much as possible. 

3.2.4 Influence of shielded ePassports on the reade r performance 
Some issuing authorities added a physical shield to their passport cover in order to avoid or 
minimise the possible detection of a RF-chip equipped ePassport by unauthorized reading 
systems. In order to read these ePassports, the shielded cover page has to be effectively removed 
from the RF-field of the reading system. For some systems (especially full page readers), reading 
of these ePassports may lead to some difficulties since the shielded cover page distorts the RF 
field of the reader. 
 
During the cross-over test, the ePassports #0001 and #0002 were equipped with physical 
shielding which resulted in a substantially smaller number of successful read attempts, compared 
to the majority of the ePassports in the test (see Figure 6).  
Table 13 shows the ability of the various reading systems to cope with the shielded ePassports 
during the cross-over test. 
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Reader_ID 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

ePassport 0001 y y n n n y y n n y y y y y y 

ePassport 0002 y y n n n y y n y y y y y n n 

                

Reader_ID 16 17 18 19 20 21 22 23 24 25 26 27 28 29 31 

ePassport 0001 y y n y y y n n n y y y y y y 

ePassport 0002 y y n y y y y y y y y y y y y 

                

Reader_ID 32 33 34 35 36 37 38 40 41 42 43 44 45 46 47 

ePassport 0001 y n y y y y y y n n n y n y y 
ePassport 0002 y y y y y y y y n n y y y y y 

Table 13:  Reading performance of shielded ePassports: ID of readers, which were able to read 
successfully the shielded ePassports #0001 and #0002 (y = yes, n = no) 

 

3.2.5 Detection of manipulated ePassports 
Beyond functional testing, the ePassport Interoperability Test Event focussed on ICAO’s 
mandatory Passive Authentication Mechanism in order to ensure integrity and authenticity of the 
chip data. It was therefore strongly recommended that reader manufactures authenticate the data 
on the ePassport by validating the complete certificate chain up to CCSCA and to display the result 
of this operation. That is why participants were required to provide their Document Signing 
Certificates (if not stored on the chip itself) and Country Signing Certificates (CCSCA) to the 
organisers.  
In order to evaluate the awareness and the ability of reader manufactures to authenticate the data 
read from the chip, two “fake” ePassports were registered and used in the cross-over test. 
 
Fake 1 (passport_ID #0050) 
For this fake, we manipulated the personal data in DG1 and DG2 (on bit level). This simulated a 
possible name or photo substitution in the chip data. The SOD and the certificate chain remained 
unchanged.   
Figure 11 shows the screenshot of the GRT for this ePassport (#0050): the hash values were 
found as not correct (see log window and red coloured DG marker). 
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Figure 11: Fake 1 – Manipulated Data Groups 1 & 2 

 

 
Figure 12: Fake 2 – Manipulated certificate chain 
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Fake 2 (passport_ID #0051) 
For this fake, DG1 and DG2 remained unchanged and the hash values contained in the SOD 
corresponded correctly to the DGs. However, the document signer certificate was manipulated. 
This scenario simulated a counterfeiter who created, hashed and signed his own data correctly, 
but had no access to the certificates to apply the correct certificate chain. 
Figure 12 shows the screenshot of the GRT for this ePassport (#0051): the hash values were 
found to be correct (see the yellow DG marker) but the certificate check failed (see log window 
and red X). 
 
Table 14 illustrates the ability of the reading systems to detect the manipulated ePassports #0050 
and #0051, based on the results of the cross-over test. 
 

Fake Detection Performance 
Fake 1 
(DG 

manipulated) 

Fake 2 
(certificate 

manipulated) 
Total number of reading systems 443 454 
Number of reading systems without any successful read 4 2 
   
Reported results:   
 DG-Hash-Verification – successful 20  
 DG-Hash-Verification – failed 8  
 DG-Hash-Verification – no result reported 16  
 Passive authentication – failed (no further details) 4  
   
 SOD-Signature-Verification – successful  20 
 SOD-Signature-Verification – failed  17 
 SOD-Signature-Verification – no result reported  8 
 DS-Certificate-Verification  – successful  5 
 DS-Certificate-Verification  – failed  15 
 DS-Certificate-Verification  – no result reported  25 
 SOD-Sign.-Verification OR DS-Cert.-Verification 
 failed  24 
 Passive authentication – failed (no further details)  0 
   
Table 14:  Fake detection performance during the cross-over test, based on the protocol sheets of 

the official testers (dark green – reason for failure reported correctly / light green –
unspecified result, but suspicion raised correctly / red – wrongly reported correct 
reading) 

 

                                                 
3 Passport #0050 was not tested on readers #15, 30, 39 
4 Passport #0051 was not tested on readers #30, 39 
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Even taking into account that some software applications made cryptographic errors less obvious 
than the GRT and that the official testers recorded the details of the reading process not in all 
cases correctly, it must be noted that the majority of the reading systems did not detect our 
manipulated ePassports. This is despite the fact that in the outline of the Interoperability Test 
Event it was stated clearly that Passive Authentication will be a crucial part of the cross-over test 
session. 
For Fake 1 (manipulated DG) 8 out of 44 cases were reported correctly as faulty, at least another 
4 raised suspicion that Passive Authentication failed “somehow”. But in 20 cases, this 
manipulated ePassport was reported with “DG Hash Verification correct”!  
For Fake 2 (manipulated certificate) 15 cases were reported correctly as faulty, 24 raised 
suspicion that the verification of either the SOD signature or the certificate failed. Still in 5 cases, 
this manipulated ePassport was wrongly reported as verified correctly. 
 
Taking into account that the reading systems of the cross-over test were no fully border control 
applications, the inability of approximately 50% of the reading systems to apply the ICAO 
mandatory Passive Authentication scheme correctly to detect our faked ePassports is 
unacceptable. Even if considered only as a rough estimate, the results of this test show a 
considerable lack of awareness of the reader manufacturers regarding integrity and authenticity of 
the chip data. 

3.2.6 Notes 
The result of the cross-over test is not a complete matrix of all registered ePassport packs vs. all 
registered ePassports. The reasons for this: 

·  The amount of ePassports varies around 90 ePassports 
o 91 ePassport sets were officially registered 
o ePassport set 91 replaced ePassport set 24 at the beginning of day 2. So it may be that 

some reader vendors have tested ePassport 24 on day 1. To get comparable results 
these reading attempts are eliminated from the result analysis. 

·  Results of some specific ePassports / ePassport reader combinations are not reported. We 
do not know exactly, why some ePassports have not been tested on specific readers, but 
test teams reported, that some reader vendors have not been present at their desk when the 
team showed up. 

3.3 Conformity Test 
Due to the limited time during the conformity test, only ePassports labelled as priority A were 
tested. In total, 55 ePassports were tested, 54 of them used the BAC protocol. Within 2 days, 21 
hours of continuous testing was performed, resulting in more than 710 pages of test protocols. 
The detailed results of the conformity testing were made available to the individual ePassport 
producer only and are not part of the official reporting. So the following clauses show just the 
aggregated results. 
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3.3.1 Results of Layer 1-4 
During layer 1-4 test session, 55 ePassports were tested for compliance. 33 of them passed all 
selected tests, for 6 ePassports minor issues were observed. 
 
Test case Pass [%] Fail [%] Inconclusive 
Communication Stability 69.4 30.6 6 pcs. 
Start-up Time 98.0 2.0 4 pcs. 
PICC Reaction on RATS/ATTRIB 90.0 10.0 5 pcs. 
PCD uses Chaining 96.1 3.9 5 pcs. 
PICC uses Chaining 100.0 0.0 5 pcs. 
Reaction on CID 79.4 20.6 3 pcs. 
Table 15:  Aggregated results for layer 1-4 test cases (test cases which have been assessed 

“inconclusive” are not included) 
 
Within the layer 1-4 test the following observations were done: 

·  Communication stability 
Most envisaged problems were at the lower edge of the specified field strength (1.5 A/m), 
however, there were a few ePassports which were not designed to support 1.5 A/m. 
There were no recognisable tendencies for problems with a specific signal form provided. 

·  Start-up time 
For start-up time and polling no significant problems were observed. 

·  Handling of RATS/ATTRIB 
Most occurrences were about the reaction to corrupted RATS/ATTRIB provided during 
communication. 

·  Chaining 
There was no tendency for problems. 

·  Reaction on CID 
Most envisaged problems occurred around the assembly of response frames (correctness 
of responses) and the reaction on commands which contained CIDs other than assigned 
one. 
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3.3.2 Results of Layer 6-7 
During layer 6-7 test session, 55 ePassports were tested for compliance. For each layer four test 
cases were selected to show some representative content of conformity tests. 
 
Test case Pass [%] Fail [%] 
ISO_7816_B_4 (Plain SelectFile command for DG 2 on a BAC 
protected ePassport) 68.5 31.5 
ISO_7816_C_23 (Plain ReadBinary command with SFI on a 
BAC protected ePassport) 96.3 3.7 
ISO_7816_D_3 (SelectFile command with an invalid parameter 
P1) 96.4 3.6 
ISO_7816_E_5 (Valid ReadBinary command with SFI for 
EF.COM) 98.2 1.8 
Table 16:  Aggregated results for layer 6 test cases 
 
Main observation on layer 6 tests was that nearly one-third of the ePassports gave a wrong 
response at unauthenticated attempts to select a protected file. For this case the ICAO technical 
report [PKI] requires the chip response 0x6982 (security status not satisfied). 
 
Test case Pass [%] Fail [%] 
LDS_A_3 (LDS Version number referred by EF.COM) 85.5 14.5 
LDS_C_7 (DG2 CBEFF Format Owner Element) 100.0 0.0 
LDS_C_8 (DG2 CBEFF Format Type Element) 85.5 14.5 
LDS_D_7 (Coding of the Document Signer Certificate) 69.1 30.9 
Table 17:  Aggregated results for layer 7 test cases 
 
Main problems on layer 7 tests occurred by checking the signing certificate used to verify the 
EF.SOD object. Nearly one-third of the tested ePassports used an erroneous certificate. There are 
two main errors: 

·  Key usage extension 
As stated in [PKI] key usage extension should be digitalSignature only. 

·  Certificate validity period 
The validity period of the document signing certificate should cover the validity period of 
the passport itself. 
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4 Summary and Conclusions 
The different parts of the Interoperability Test Event show some interesting results. These results 
are summarised in the following clauses. 

4.1 Back Office Test 
About 60% of the registered ePassports was of ISO 14443 type A, 40% type B. The predominant 
part (96%) of the ePassports was protected by Basic Access Control (BAC). Active 
Authentication (AA) was used by 36% of the ePassports. None of the registered ePassports was 
protected by Extended Access Control mechanisms (EAC). 
 
Different algorithms were used for protection of integrity of the chip data. For hashing mainly 
SHA1 (66%) and SHA256 (32%) was used, other algorithm types were negligible. For signature 
of the SOD file different algorithms were used: mostly SHA1withRSA (40%) and with 
significant parts RSA, RSA PSS, SHA256withRSA, ECDSAwithSHA1. 
 
Most of the ePassports contained the facial image in JPEG format (70%), 30% used the 
JPEG2000 format. In equal parts Full Frontal or Token Image format were used (40% each). 
Even though ICAO Document 9303 [Doc9303] requires either full frontal image or token image 
for the facial image type nearly 20% of the samples contained other facial image types. 
 
The average data rate for reading all LDS files from the chip was approx. 4 kByte per second. 
Since there were just a few ePassports without BAC no meaningful comparison between the data 
rates of ePassports with BAC and ePassports without BAC could be performed. 

4.2 Cross-Over Test 
Most ePassport samples could be read by the vast majority of reading systems. For two ePassport 
samples all read attempts were processed successfully. More than three-quarters of the ePassport 
samples achieved a ratio of successful read attempts of at least 80%. Just one ePassport sample 
achieved a ratio of successful read attempts of less than 50%. 
 
Two ePassport reading systems were able to successfully read every single ePassport, meaning 
that at least one out of three readings attempts was successful. 
For two ePassport readers more than 98% of all read attempts were processed successfully. More 
than two-thirds of the ePassport readers achieved a ratio of successful read attempts of at least 
80%. Just three ePassport readers achieved a ratio of successful read attempts of less than 50%. 
 
The reading times have to be considered separately for each class of reader. Reading systems 
with manual MRZ acquisition had an average reading time of approx. 5 seconds. This covers 
only the time needed for reading the data from the chip. The time for manual acquisition of MRZ 
was not covered in this scheme, but of course this results in a considerably longer time needed for 
the complete reading process. 
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Swipe & plunk readers needed an average reading time of approx. 9 seconds. This covers reading 
the chip data as well as acquisition of MRZ. 
In general, full page readers needed the longest time for reading a ePassport (9.5 seconds). 
However, advanced full page reader systems do not only read out the chip, but perform optical 
checks of physical security features as well. 
Unfortunately, during the test some reader manufacturers switched from swipe or full page mode 
to manual MRZ acquisition in order to gain a few seconds. This behaviour resulted in a mixed-
mode average on the timings. 
 
During the cross-over test, two ePassports were equipped with physical shielding. This resulted in 
a substantially smaller number of successful read attempts, compared to the majority of the 
ePassports in the test. This problem of a mismatch between document vs. reader construction can 
be resolved by an appropriate antenna design with intelligent control software in the reading 
system. 
 
Beyond functional testing, the ePassport Interoperability Test Event focussed on ICAO’s 
mandatory Passive Authentication mechanism in order to ensure integrity and authenticity of the 
chip data. In order to evaluate the awareness and the ability of reader manufactures to 
authenticate the data read from the chip, two “fake” ePassports were used in the cross-over test; 
one with manipulated DG1 and DG2 data and another one with manipulated SOD file. 
It must be stated that the majority of the reading systems did not detect the manipulated 
ePassports. This is despite the fact that the outline of the Interoperability Test Event clearly stated 
that Passive Authentication will be a crucial part of the cross-over test session. The inability of 
approximately 50% of the reading systems to apply the ICAO mandatory Passive Authentication 
scheme correctly to detect the faked ePassports is unacceptable. Even if considered only as a 
rough estimate, the results of this test show a considerable lack of awareness of the reader 
manufacturers regarding integrity and authenticity of the chip data. 

4.3 Conformity Test 
In layer 1-4 tests 60% of the ePassport samples passed all selected test cases, 11% showed minor 
issues. Most problems were observed regarding the tests of communication stability. The 
envisaged problems were at the lower edge of the specified field strength (1.5 A/m), however, 
there were only a few ePassports which were not designed to support 1.5 A/m. 
Regarding the test system layout itself, testing more than 50 different ePassport implementations 
resulted in further need for narrowing down the room for interpretation with some functionality 
and related test cases. 
 
In layer 6-7 tests two main issues were observed. On the one hand nearly one-third of the 
ePassports gave a wrong response at unauthenticated attempts to select a protected file. On the 
other hand nearly one-third of the tested ePassports used an erroneous certificate regarding key 
usage extension or/and validity period. 
The test tool (ePassport Conformity Test Suite of BSI/secunet) used in the conformity test 
showed its usability for large scale conformity assessment. 
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4.4 Conclusions Interoperability Test Event 
This test event showed that cross-over testing certainly has its limitations and should soon be 
replaced by single-ended testing against PICC and PCD test specifications. This approach will 
have the following advantages: 

·  Test samples are checked for conformity using reference installations - i.e., there is no 
need to repeat the tests with all available devices. 

·  Backward compatibility with earlier versions of chips, operating systems and readers is 
ensured. 

·  Tests can be carried out at any time, in independent test laboratories, without organising 
large-scale tests. 

·  The test results are documented in detail and can be verified and reproduced at any time. 
 
Comparison of the results from conformity tests and cross-over tests shows that results from 
cross-over test can just give hints for erroneous implementations. Often problems can not be 
assigned undoubtedly to the reader or to the ePassport. For the precise identification of problems 
clearly defined test cases and configurations are needed. 
 
Large cross-over tests require a complex organisation. For executing a big number of cross-over 
reading attempts it is necessary to have different testers. Since the reading times are measured 
manually and the displayed result have to be reported by the testers, there may be different 
interpretations of the results and errors in time measurement. So it is difficult to obtain 
comparable results e.g. for reading times within a large cross-over test. 
 
Especially time measurements during the cross-over test are likely to contain a substantial error 
margin, resulting in a wide variation of reading times. Although the organisers pointed out that 
functional evaluation rather than time measurement was the focus of the test, it was noticed that 
during the cross-over test a number of reader vendors switched from automatic MRZ reading to 
manual input in order to gain a few seconds in read time. Such behaviour, of course, makes the 
comparable evaluation of reading times at least very questionable and effectively thwarted the 
intentions of the organisers. 
 
As to the linkage of border policy issues and reader functionality: one of the major intentions of 
the testing was the well in advance announced “real world” context where a reader meets the 
multitude of ICAO-compliant ePassports with all the combinations allowed for signature and 
hashing algorithms, image types etc. This is of extreme importance for the reader manufacturer 
community and a real virtue of these results. 
 
The unsatisfactory detection rate of two digitally manipulated ePassport types in the cross-over 
test clearly shows a large potential for further improvement regarding integrity and authenticity 
checks of the chip data by the reader systems.  
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5 Contacts 
Bundesamt für Sicherheit in der Informationstechnik (BSI) 
Godesberger Allee 185-189 
53175 Bonn 
www.bsi.de 
 
Bundeskriminalamt 
Fachbereich KT43 – Ausweise, Sicherungstechnik 
65173 Wiesbaden 
E-mail: kt43@bka.bund.de 
www.bka.de 
 
CETECOM ICT Services GmbH 
Untertürkheimer Str. 6-10 
66117 Saarbrücken 
Tel.: +49 681 598 -0 
E-mail: info@ict.cetecom.de 
www.cetecom-ict.de 
 
secunet Security Networks AG 
Kronprinzenstraße 30 
45218 Essen 
Tel.: +49 201 5454 0 
E-mail: epassport@secunet.com 
www.secunet.com 
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8 Appendix A: Participating Countries 
The following countries were present in Berlin (total 40):  
 
Australia 

Austria 

Belarus 

Belgium 

Canada 

China 

Croatia 

Cyprus 

Czech Republic 

Estonia 

Finland 

France 

Germany 

Greece 

Hungary 

India 

Iran 

Ireland 

Israel 

Italy 

Japan 

Latvia 

Macedonia 

Malaysia 

Negara Brunei 
Darussalam 

Netherlands 

New Zealand 

Philippines 

Poland 

Portugal 

Republic of Korea 

Romania 

Russian Federation 

Serbia & 
Montenegro 

Slovenia 

Spain 

Switzerland 

Thailand 

United Kingdom 

USA 

 

9 Appendix B: Participating Companies and Organizat ions 
The following companies, vendors and organizations were present in Berlin (total 197): 
 
3M 

3M Deutschland GmbH 

3M Romania 

3M United Kingdom Plc 

ACG identification Technologies GmbH 

Adaptive Recognition Hungary 

Adtel Inc. 

Affaires Etrangères (France) 

Agency for Technology and Standards 

AKD 

Apptis 

Artmann Consult GmbH 

ASK 

Association Goznak 

ATLAS 

Atmel 

Austria Card 

Aware, Inc. 

AXALTO 

BALTECH AG 

Bundesamt für Sicherheit in der 
Informationstechnik (Germany) 

Bundesdruckerei GmbH 

Bundesdruckerei International Services GmbH 

Bundeskriminalamt (Germany) 
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Bundesministerium des Inneren (Germany) 

Bundespolizeidirektion (Germany) 

Bureau of Exit and Entry Administration of 
Ministry of Public Security (China) 

Canadian Bank Note Company 

CETECOM ICT Services GmbH 

CETIS d.d. 

Cherry GmbH 

China Motor Vehicle Appraisal and Inspection 
Center 

Citizenship and Migration Board of Estonia 

Collis BV 

Cross Match Technologies GmbH 

Customs & Border Protection (USA) 

cv cryptovision GmbH 

De La Rue Identity Systems 

Department of Foreign Affairs (Ireland) 

Department of Immigration and National 
Registration (Negara Brunei Darussalam) 

Dept of Foreign Affairs and Trade (Australia) 

Der Bundesbeauftrage für den Datenschutz 
(Germany) 

DERMALOG 

DESKO GmbH 

DHS (USA) 

DIN 

Dutch Ministry of Interior and Kingdom 
Relations Netherlands 

Dynjab Technologies 

EC JRC 

ETRI 

EUROPEAN COMMISSION 

Fall Hill Assosiatet LLC 

FCO (UK) 

Federal Migration Service (Russia) 

Federal Office of Police (Switzerland) 

Federal Security Service (Russia) 

FEIG ELECTRONIC GmbH 

FIME EUROPEAN TEST CENTER/SILICOMP 

FNMT-RCM 

Francois Charles OBERTHOUR Group 

François Charles OBERTHUR Fiduciaire 

Fraunhofer Institut Produktionsanlagen und 
Konstruktionstechnik 

French Ministry of Interior 

FSUE  STC '' Atlas '' 

Fujitsu SIEMENS Computer 

Gemplus 

Gep S.p.A. 

Giesecke & Devrient GmbH 

Goverment (Slovenia) 

Government (Spain) 

Helenic Police (Greece) 

Hessisches LKA 

Hewlett-Packard GmbH 

Hewlett-Packard International S.à.r.l/GmbH 

HJP Consulting GmbH 

HMG Home Office IT (UK) 

Home Office (UK) 

Hyundai Information Technology 

IBM 
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IC Card R&D Center 

ID Development AG 

id3 Semiconductors 

Idencom 

IDENCOM Germany 

Identity & Passport Service (UK) 

ID-M Consulting 

IER 

iJET International, Inc. 

Immigration Bureau, Ministry of Justice, Japan 

Imprimerie Nationale 

INCM 

Infineon Technologies Korea Co. Ltd 

Infineon Technologies North America 

Infineon Technology AG 

Integrated Engineering 

IPM GROUP S.p.A. 

IPM INTERNATIONAL 

IPZS 

Iran Printing Office 

IRIS CORPORATION BERHAD 

ISO SC17 WG3 TF4 

Istituto Poligrafico e Zecca dello Stato S.p.A. 

Keycorp Ltd. 

KOBIL 

KOMSCO 

Landqart, Switzerland 

Latvian Ministry of Interior 

Lebedev-Institute Moscow 

LG CNS Co. Ltd. 

LogicaCMG 

MASKTECH GmbH 

Ministero dell'Interno (Italy) 

Ministry for Foreign Affairs (Finland) 

Ministry of Foreign Affairs (Belgium) 

Ministry of Foreign Affairs (Japan) 

Ministry of Foreign Affairs (Korea) 

Ministry of Foreign Affairs (Thailand) 

Ministry of Interior (Cyprus) 

Ministry of Interior (Czech Republic) 

Ministry of Interior (Macedonia) 

Ministry of Interior (Poland) 

Ministry of Interior of the Republic of Slovenia 

Ministry of Interior Republic of Serbia 

Ministry of Justice (Korea) 

Ministry of the Interior (Slovenia) 

Ministry of the Interior (Spain) 

Ministry of the Interior of Finland 

Mühlbauer AG 

NEC Deutschland GmbH 

NetSet 

New Zealand Department of Internal Affairs 

Nimbus Network 

NMDA 

NTT DATA Corporation 

OBERTHUR CARD SYSTEMS 

Océ Document Technologies GmbH 

Office for Repatriation and Aliens (Poland) 

OMNIKEY GmbH 

Österreichische Staatsdruckerei 



 

 

ePassport Interoperability Test Event: Final Report 
 

 Page 38 of 43 01/06/2007 

OTI 

Panasonic 

PAV CARD GmbH 

PCCW 

Phillips 

Pira International 

Population Register Centre Finland 

Projectina AG 

Projekt Zukunft 

PSION TEKLOGIX 

PWPW S.A. 

Raisonance 

Regula Ltd. 

rochford thompson 

Romanian Border Police 

SAFE ID Solutions AG 

Sagem  ORGA GMBH 

Sagem Defense Securite 

Sagem Orga GmbH 

Samsung 

Scientific Green 

SCM 

Sdu Identification 

secunet s.r.o. 

secunet Security Networks AG 

Security Printing & Systems Ltd 

SEF 

Senoplast Klepsch&Co. 

SEOUL WOMEN's Univ. 

Setec 

SHARP Corporation 

SHARP Microelectronics Europe 

Siemens AG 

Siemens Austria 

Siemens Business Services GmbH & Co OHG 

Smart Packaging Solutions 

SMARTRAC TECHNOLOGY GmbH 

sokymat GmbH 

ST Microelectronics 

STÁTNÍ TISKÁRNA CENIN,státní podnik 

STmicroelectronics 

Temporal S. Ltd 

Thales 

The First Research Institute of Ministry of Public 
Security (China) 

The Ministry of Interior of the Republic of Latvia 

TimeKontor 

TNO ITSEF BV 

tom-tv GmbH u. CO KG 

Toshiba Corporation 

Total-Trust Solutions 

Trueb AG Switzerland 

TSB Technologiestiftung Innovationsagentur  
Berlin GmbH 

T-Systems International 
GmbH 

U.S. Department of State 

Vicomp Ltd 

Viisage 

Viisage Technology AG 

Vlatacom d.o.o. 
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10 Appendix C: List of registered ePassport provide rs 
 
ePassport_ID ePassport provider Country 
0001 US Department of State USA 
0002 Department of State USA 
0003 Komsco Korea 
0004 Komsco Korea 
0005 SDU Identification bv Netherlands 
0006 Cetis d.d. Slovenia 
0007 Cetis d.d. Slovenia 
0008   Australia 
0009 Ministry of Interior France 
0010 Spanish Police Spain 
0011 FNMT-RCM ESP 
0012 FNMT-RCM ESP 
0013 Federal Office of Police (issuing authority) Switzerland 
0014 Federal Office of Police (issuing authority) Switzerland 
0015 Department of Foreign Affairs Ireland 
0016 Giesecke & Devrient Germany 
0017 Giesecke & Devrient Germany 
0018 Oberthur France 
0019 Oberthur France 
0020   Belgium 
0021   Belgium 
0022 MoFA Japan 
0023 Ministry of Foreign Affairs Japan 
0024 OTI Israel 
0025 OTI Israel 
0026 Bundesdruckerei GmbH Germany 
0027 Bundesdruckerei GmbH Germany 
0028 Gep S.p.A Italy 
0029 Association Goynak Russian Federation 
0030   New Zealand 
0031 China Motor Vehicle Appraisal & Inspection Center China 
0032 China Motor Vehicle Appraisal & Inspection Center China 
0033 Sharp Japan 
0034 Sharp Japan 
0035 PCCW Solutions Limited Hong Kong 
0036 Istituto Poligrafico e zeccos bello stato Italy 
0037 Ministry of Interior and State Printing Works of Czech Republic 
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ePassport_ID ePassport provider Country 
Secretaries 

0038 NTT Data Company Japan 
0039 NTT Data Company Japan 
0040 DE LA RUE United Kingdom 
0041 Ministry of Foreign Affairs Thailand 
0042 Ministry of Foreign Affairs Thailand 

0043 
The First Research Institute of Ministry of Public 
Security of China China 

0044 IBM Switzerland 
0045 IBM Switzerland 
0046 Toshiba Corporation Japan 
0047 Setec Oy Finland 
0048 Setec Oy Finland 
0049 Bundesdruckerei GmbH Germany 
0050 BKA Germany 
0051 BKA Germany 
0052 Gemplus France 
0053 Gemplus France 
0054 Austria Card GmbH Austria 
0055 Austria Card GmbH Austria 
0056 Keycorp Limited United Kingdom 
0057 Keycorp Limited United Kingdom 
0058 IRIS CORP BERHAD Malaysia 
0059 IRIS CORP BERHAD Malaysia 
0060 ST microelectronics France 
0061 ST microelectronics France 
0062 Trueb AG Switzerland Switzerland 
0063 Trueb AG Switzerland Switzerland 
0064 Sagem D.S. France 
0065 Sagem D.S. France 
0066 Atmel France 
0067 Atmel France 
0068 Ministry of the Interior Finland 
0069 Ministry of the Interior and Kingdom Relations Netherlands 
0070 Masktech GmbH Germany 
0071 Masktech GmbH Germany 
0072 LG CNS Korea 
0073 Identity and Passport Service United Kingdom 
0074 Infineon Technologies USA 
0075 Infineon Technologies USA 
0076 PWPW S.A. Min. of Interior Poland 
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ePassport_ID ePassport provider Country 
0077 PWPW S.A. Min. of Interior Poland 
0078 SMASUNG Electronics Co., Ltd. Korea, Republic of 
0079 SAMSUNG Electronics Co., Ltd Korea, Republic of 
0080 OeSD Austria 
0081 OeSD Austria 
0082 ASK France 
0083 Axalto France 
0084 Axalto France 
0085 Masktech International GmbH Germany 
0086 Masktech International GmbH Germany 
0087 Ministry of the Interior Finland 
0088 Servico de Estrangeiros e Fronteiras (SEF) Portugal 
0089 Servico de Estrangeiros e Fronteiras (SEF) Portugal 
0090 Security Printing Service and Systems LTD United Kingdom 
0091 OTI Israel 
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11 Appendix D: List of registered reader providers 
 
Reader_ID Company/Organization Product Reader Type 
1 3M ePassport Reader Full Page Reader 
2 Thales Smart Doc. CU Swipe Reader 
3 ARH PRM Multireader Full Page Reader 
4 ARH MRZ Reader Full Page Reader 
5 Bundesdruckerei VISOTEC Expert 500 Full Page Reader 
6 Bundesdruckerei VISOTEC Expert 100 Full Page Reader 
7 Crossmatch Authenticator 100 Full Page Reader 
8 CSP MFA Thailand Reader Full Page Reader 
9 Dermalog XF1 Full Page Reader 
10 Dynjab Technologies Passport Reader Full Page Reader 
11 Iris Corporation Berhard Axess C1000 Full Page Reader 
12 Iris Corporation Berhard Axess F1000 Swipe Reader 
13 DHS Rochf. Th. RTE8000 Full Page Reader 
14 OCE ID-Star 4054 ePR Full Page Reader 

15 OCE 
ID-Star 4054 ePR 
(GRT)   

16 Panasonic eMRP Reader Full Page Reader 
17 Regula Document Reader Full Page Reader 
18 Regula Doc. Reader mobile Full Page Reader 
19 Rochford Thompson RTE8000 RFID Full Page Reader 
20 Sharp   Full Page Reader 
21 Toshiba e-Passport Reader Full Page Reader 
22 vicomp VPR 2005 Shark Full Page Reader 
23 vicomp VPR 600e Swipe Reader 
24 Vlatacom VDR 1 Full Page Reader 
25 Vlatacom VDR 1 (GRT) Manual MRZ acquisition 
26 Viisage iA-Thenticate Full Page Reader 

27 
ACG Identification 
Technologies Pass e-ID Desktop R. Swipe Reader 

28 Aware ICAO P. e-Pass R. Swipe Reader 
29 Baltech IDE-PAD Swipe Reader 
30 Collis e-Passport PVT Swipe Reader 
31 Collis e-Passport PET Swipe Reader 
32 Desko OS 4200e Swipe Reader 
33 FEIG Electronic ID CPR.04 Swipe Reader 
34 Gemplus GEMPROX-CU Swipe Reader 
35 Hyundai HER Swipe Reader 
36 id3 CL1356T5 Swipe Reader 
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Reader_ID Company/Organization Product Reader Type 
37 id3 CL1356T Swipe Reader 
38 Integrated Engineering Desktop e-doc. R. Swipe Reader 
39 LG CNS Dual-i Manual MRZ acquisition 

40 
New Media Development 
Association NMDA Ref. Reader Swipe Reader 

41 OTI Saturn 5000 Manual MRZ acquisition 
42 OTI Saturn (GRT) Manual MRZ acquisition 
43 Raisonance ProxiLAB Swipe Reader 
44 SCM Microsystems ePass Reader Manual MRZ acquisition 
45 ASK RDR 417 Swipe Reader 
46 Gep/IPM Group OMNI-Lector Full Page Reader 
47 IPM Group Read & Go Full Page Reader 
 


