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1 Introduction

Following the successful interoperability testshia past, Germany hosted the interoperability
test event for ePassports in Berlin, May 29 — Jur006 (ePassport Interoperability Test Event).
The ePassport Interoperability Test Event was hglthe Federal Ministry of the Interior in

close co-operation with the Brussels Interopergbtiroup (BIG) and was supported by the
European Commission and ICAO’s New Technology Wagksroup (NTWG).

The ePassport Interoperability Test Event consisted
- across-over test of ePassport samples and readers,
testing according to the “RF Protocol and ApplicatTest Standard” (ePassport
Conformity Test),
a conference, a workshop including presentatiodsagposter session,
an industry exhibition to give an overview of coetel ePassport systems and
components.

The test event took place at the Crown Plaza HotBEerlin and was organised by the German
Federal Ministry of the Interior (BMI), the Fedef@ffice for Information Security (BSI), the
Federal Criminal Police Office (BKA) and the Gernfastandards Body (DIN).

2 Structure and content of the Interoperability Tes  t

Given the progress made in the previous interoplésadvents, where participants showed the
general ability to comply with ICAO’s ePassportratards, the ePassport Interoperability Test
Event was aimed to focus on digital security feaguand compliance with the “RF Protocol and
Application Test Standard” (ICAO Technical Repartlaipcoming ISO standard). The testing
activities therefore should no longer be basediealised boundary conditions, but on realistic
data that reflects likely conditions in the field.

2.1 Requirements for participants

The following technical requirements for ePasspamples and readers were imposed on the
participants:

2.1.1 ePassport samples

Each ePassport provider was required to delivdestical samples each with a non-
standard dataset. In order to ensure comparabiliygs recommended that the samples
within the group of 5 should bdenticalwith regard to:

o EF.COM, i.e. same number of data groups on eacéspBe present

o Name, surname, date of birth should be identical

o Data groups DG2 and — if present — DG3 should bstidal

0 The same security mechanisms (BAC/no BAC; AA/no &4.) should be used
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2.1.2

2.1.3

0 The same cryptographic algorithms should be ussaddshash algorithm, same
signature algorithm, same key length)

0 The same document signing certificate and the sametry signing certificate should
be used

0 The same chip type and operating system shouldde u

Identical ePassport serial numbers were not redjuire

At most two sets of 5 ePassport samples per paaticiwere tested. In the case of two

ePassport sets, one of them could be labelledrasritl? A", for which a complete testing

was guaranteed.

The personalisation of the samples should correspmthe ICAO and EU minimum

requirements: EF.COM, EF.DG1, EF.DG2, EF.SOD, oyatily BAC.

Standard data sets from previous interoperab#isyst (Silver data set, Tsukuba data set,

Orchid data set etc.) were not permitted.

Only passport books (ID-3 size) or ID-3 size casdse allowed to participate.

Each sample was required to have an optically petsed data page, at least having a

machine readable zone (MRZ).

All data had to be properly digitally signed.

Passport manufacturers were required to submDtoement Signing Certificate (if not

on the chip itself) and the Country Signing Certite (Cscp) together with their samples

to the organisers in order to allow the validatdnhe complete certificate chain. These

certificates were distributed through the test ¢éverebsite via LAN/WLAN and by data

storage media.

ePassport reader suppliers

All readers shall be able to read the MRZ opticR¥ readers with attached swipe
readers or full page readers with integrated RFNMRA reader).

It was highly recommended that readers and softalaoeld be able to validate the
certificate chain up to &sca as required by the ICAO Passive Authenticatioresah
Readers and software should be able incorporate ottuntries’ Gscps in order to
validate the certificate chain up t@éza These certificates were provided through the
test events website via LAN/WLAN.

All readers must support both 1ISO 14443 type A tgpe B chips.

System integrators, components

The focus of the ePassport Interoperability TesirfEwas on passport books and ID3-
sized cards.

For the cross-over test and the official RF Proteca Application test, only officially
registered samples were permitted.

If time and space permitted, components such agsnlD1-sized cards etc. were tested
during the event in the cross-over test setup loilageral basis. These results were not
included in the official reporting.
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Within the exhibition area, participants were fteeset up and run test equipment for both
passport books and components.

2.2 Technical Focus

Beyond functional testing, the ePassport Interdgbty Test Event focussed on digital security
features and the upcoming “RF Protocol and Appbcelest Standard”.

2.2.1 Security

The test focussed on ICAO’s mandatory Passive Auittegion mechanism as it is outlined in
[PKI].
- It was strongly recommended that reader manufastangthenticate the data on the
ePassport by validating the complete certifica@chip to €scaand to display the result

of this operation.

Participants were required to provide their Docun&gning Certificates (if not stored
on the chip itself) and Country Signing Certifica{€cscpa) to the organisers.
Alternatively, they were allowed to use a test doeunt signing certificate and the
corresponding test Country Signing Certificateigmshe data on their samples. The
certificates could be generated for the sole pwpdshe ePassport Interoperability Test
Event.

For the test, these certificates were providedutinahe test events website via
LAN/WLAN and by data storage media (CD, USB memstigk etc.).

2.2.2 RF Protocol and Application Test Standard

Just in time for the EU’s deadline on the issuarfagPassports (August 28, 2006), the ePassport
Interoperability Test Event provided the unique appnity of in-depth testing against the
upcoming ISO RF Protocol Testing Standard [TR_RM2, RF3] and was beyond cross-over
testing of readers vs. ePassport samples.

- Issuing nations were given the possibility to thagoly test their samples by using the
draft “RF Protocol and Application Test Standarf8y.doing so, they were able to
identify possible weaknesses and deviations fra@AO recommendations and ISO
standards.

This part of the test ran independently and in lpere the regular cross-over test.
Participants received a detailed test report af gamples’ performance. These results
are not part of the official reporting.

Selected test cases covered layers 1-4 [ISO 144 3RF2] as well as 6-7 [ISO7816,
LDS, PKI, TR_RF3].

2.3 Test Layout

2.3.1 Overview
The cross-over test and the conformity test weropeed in parallel.
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Figure 1: Interoperability Test Event overview

After registration the ePassport sample packs wistebuted in the following way:
Each ePassport provider supplied packs of fivetidainsamples.
A maximum of two packs per provider was accepted.
Two ePassports were used for the cross-over test.
Two ePassports were used for the conformity test.
One ePassport was used for reference purposes.

Figure 2: Distribution of sample ePassports
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2.3.2 Back Office Test
In order to obtain comparable results, each ePassps checked by a reference configuration in
the back office using:
Various RF readers (e.g. Philips Pegoda for Typ &id ACG Dual passport reader)
Rochford Thompson RTE 6701 MRZ Swipe reader
Golden Reader Tool (GRT) version 2.7.2

Figure 3: Back office test
The results of this test are reported as backefést results (see chapter 3.1).

2.3.3 Cross-Over Tests

From each pack two ePassports were used for tlss-oneer test — each one was tested with one
half of the readers. So all registered ePasspokispaere tested versus all registered ePassport
readers. The cross-over tests were performed bgated test teams which were recruited from
attending representatives of governments or tteetnprs. The registered ePassports were
arranged in bags with five different samples. Aljistered ePassport reader stations were tested
versus all registered sample types.
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Figure 4: Cross-over test

The following test sequence was conducted duriagtbss-over test:

3.

© N o

1. The test team acquired an ePassport bag witha Beé different ePassports.
2.

At an ePassport reader station, the team checkethesthis ePassport reader station had
been processed for this ePassport bag before or not
The test team handed the first/next ePassporttowte ePassport-reader station.
Before the first measured test cycle was perforrttesitest team was free to conduct a
“warm-up” phase to familiarise with the readingteys.
The ePassport reader team started the ePasspbrig@aocess. The test team measured the
time required for the entire reading process. Thered time period depended on the reading
system:
- Forfull page-reader systemghe time measurement started as soon as the eRassg
put onto the scanner and the device had deteateeRissport. The time stopped as soon
as all data had been read from the ePassport andigf@ayed on the screen.
For swipe-reader systemshe measurement included the swipe action, sodhmplete
swipe and plunk sequence was measured.
For systems with manual MRZ acquisition(not recommended) the time started after the
MRZ data necessary for BAC had been entered.

Note: An ePassport reader had to be used in ienidd operation mode as it was stated in
the ePassport reader data sheet (which was showmeatPasspor reader station).
Additional tools like spacers were not to be ugbd;ePassport was placed as close as
possible to the reader’s surface.

After the test had been completed, the results weted in the cross-over test protocol sheet.
For each ePassport three independent reading ayelesperformed. Each result was noted.
After the ePassport had been tested, this was ohamkbe ePassport reader check list of the
ePassport reader team. The test sequence hasgpeated starting with step 3 until all
ePassports in the ePassport bag have been tested.
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9. At completion of the bag at an ePassport readgostdhe test team marked the ePassport
reader as completed in their ePassport check list.

The results of this test are reported as cross{egeresults (see chapter 3.2).

2.3.4 Conformity Test

In contrast to the cross-over test the confornast tvas based on fix criteria. By using different
test cases the behaviour of the chip was measacedanpared against the conformance criteria.
This process guaranteed comparable results feesa#td ePassports.

Figure 5: Conformity test layer 1-4 (Cetecom, leftd layer 6-7 (secunet, right)

The processing of the conformity tests was baseath@following principles:
- Conformity tests were conducted as “closed dods'tes
Only the ePassport supplier was allowed to obsieéests of their own samples.
Only ePassport suppliers received the results @n samples in a detailed protocol.
Each ePassport supplier was assigned to a 20 maitiote slot for the conformity test.

Due to the limited time, only a subset of the comfity tests according to the current draft of the
“RF Protocol and Application Test Standard for edpast” was performed at the conformity test
sessiort:
Layer 1-4
o Communication Stability (6.3.1/6.3.2)
Start-Up Time (7.1.1/ 7.1.2)
Handling of RATS (8.1.3 / Type A only)
Handling of ATTRIB (8.2.4 Type B only)
Chaining of I-Blocks (8.3.2)

O O oo

! At the time of the Interoperability Test Event A0 Technical Report was in draft status, sorthmbering of
the test cases is taken form the equivalent spatifins of the BSI (version 1.03.1 for Layer 1-d¢sion 1.03 for
Layer 6/7).
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o PICC reaction on CID (8.3.5)

Layer 6

o 1SO7816_B_4 (Plain SelectFile command for data jg@on a BAC protected
ePassport)

o 1SO7816_C_23 (Plain ReadBinary command with SFA&AC protected ePassport)

o 1SO7816_D_3 (SelectFile command with an invalicapaeter P1)

o ISO7816_E_5 (Valid ReadBinary command with SFIE®&.COM)

Layer 7

o LDS A 3 (LDS Version number referred by EF.COM)

o LDS C_7 (Data Group 2 CBEFF Format Owner Element)

o LDS C_8 (Data Group 2 CBEFF Format Type Element)

o LDS D 7 (Coding of the Document Signer Certifi¢ate

The results of this test are reported as conforteyresults (see chapter 3.3).

3 Results

3.1 Back Office Test

In order to obtain comparable results and to hgittlpotential difficulties in the personalisation,
all ePassports were read with the same equipmeatitéon statistical data.

For encoding evaluation, all five ePassports of setevere recorded and read with

MRZ-Reader RTE 6701

Philips Pegoda Reader (with capability to read #@end B) for a detailed analysis of the
ePassports
GRT 2.7.2 (modified to enable logging of ePassporperties)

For timing evaluation, only one ePassport (#5)rtd eet was recorded and read with

3.1.1

MRZ-Reader RTE 6701
ACG Dual Passport Reader for comparable speedsesul
GRT 2.7.2 (modified to enable logging of ePassporperties)

General observations

All vendors supplied a set of ePassports (sometwitdslow quality MRZs which
resulted in MRZ reading problems).

No standard data sets (e.g. Silver Data Set, Tsukaita Set) were provided.

100% of all ePassports contained the document isggréficate on the chip, for 410
ePassports we received Country Signing Certific&8%o.

Type B ePassports tend to be sensible to fielehgthevariations.

Shielded ePassports were difficult to read; esfigd@ swipe & plunk readers
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3.1.2 Encoding Statistics and Quality

Statistics | Result | Result [%]
Total number of ePassports registered 440 100.0
Number of ePassports Type A 265 60.2
Number of ePassports Type B 175 39.8
ePassports with BAC 420 95.5
ePassports with AA 160 36.4
ePassports with Chip Authentication (CA) 0 0.0
ePassports with Terminal Authentication (TA) 0 0.0

Table 1: Number, type and digital security featuréthe ePassports tested

Table 1 shows the quantity of registered ePassponples. Additionally it contains the amount
of ePassports of type A or type B and the proportibimplemented security features. Please
note, that CA and TA protocols are part of the EtteBded Access Control (EAC) scheme.

Evaluation SOD | Result | Result [%]
SOD Coding OK 434 98.6
SOD Hash OK 439 99.8
SOD Signature OK 439 99.8

Table 2:  Encoding quality of the security objesitk respect to the integrity of the SOD, not
the certificate chain)

Table 2 shows the evaluation results for the EF.Si@DFor one ePassport the reading attempt
was not successful. Five ePassports (all samples dine set) contained an invalid data group
index in EF.SOD.

The 439 ePassports with correct SOD signature imgxgéed the signature algorithms as stated in
Table 3 and the ePassports with correct SOD haglemented the hashing algorithms as stated
in Table 4.

Signature Algorithms SOD | Result | Result [%]
ECDSAwithSHA1 37 8.4
RSA 88 20.0
RSA PSS 80 18.2
SHA1withRSA 187 42.6
SHA256withRSA 47 10.7

Table 3: Usage of signature algorithms
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Hashing Algorithms SOD | Result | Result [%]
SHA1 288 65.6
SHA256 141 32.1
other 10 2.3

Table 4: Usage of hashing algorithms

Evaluation EF.COM | Result | Result [%]
EF.COM OK 440 100.0
LDS V1.6 30 6.8
LDS V1.7 360 81.8
other 50 11.4
EF.COM Match SOD 439 99.8

Table 5:  Evaluation of EF.COM encoding

Table 5 shows the evaluation results for the EF.CisMFor all registered ePassports the coding
of the EF.COM file was correct, but nearly 20 % dat use the currently valid LDS version.
Since for one ePassport the reading attempt of@&P.®as not successful, it certainly doesn’t
match to the EF.COM.

Evaluation DG1 | Result | Result [%]
DG1 OK 439 99.8
those with DG1 Hash OK 432 98.4

Table 6: Evaluation of DG1 encoding

Table 6 shows the evaluation results for the D&L(WMRZ). For one of the registered ePassports
the reading attempt of the DGL1 file was not sudaésBor seven of the ePassports the hash of
DG1 was not corrett

Evaluation DG2 | Result | Result [%]
DG2 OK 432 98.2
those with DG2 Hash OK 426 98.6
JPEG 301 69.7
JPEG 2000 131 30.3
Facial Image Type
Full Frontal 175 40.5
Token Frontal 175 40.5
Basic 77 17.8
Others 5 1.2

2 It should be noted that two ePassports (two idahiamples of ePassport_ID #0050) with manipul&éd and
DG2 were intentionally introduced in the test (fletails see chapter 3.2.5).
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Evaluation DG2 | Result | Result [%]
ISO Coding (ISO 19794-5)

FCD 47 10.9

FDIS 385 89.1
Size DG2 (Byte)

Min 6985

Max 35571

Average 17947

Median 18014

Table 7:  Evaluation of DG2 encoding

Table 7 shows the evaluation results for the D@&2(facial data). For eight of the registered
ePassports (six different packs) the decoding®fi®2 file was not successful. For six of the
ePassports the hash of DG2 was not cdrrect

Even though ICAO Document 9303 [Doc9303] requiréseefull frontal imageor token image
for the facial image type nearly 20% of the samplastained different facial image types.

Evaluation DG3 | Result | Result [%]
DG3 OK 30 6.8
those with DG3 Hash OK 30 100.0
Size DG3 (Byte)

Min 13134

Max 19839

Average 15860

Median 16297

Table 8: Evaluation of DG3 encoding

Table 8 shows the evaluation results for the D@&S3(finger data). 30 ePassport samples (six
packs) contained DG3 files.

Evaluation DG15 | Result | Result [%]
DG15 present 160 36.4
DG15 OK 160 100.0
DG15 Hash OK 160 100.0

Table 9: Evaluation of DG15 encoding
Table 9 shows the evaluation results for the DG&#5Active Authentication public key info).

Beside these widely used data groups some ePasspothined additional DG files. Table 10
shows the number of such ePassports.
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Additional data groups Result [%]
DG11 present 38 8.6
DG12 present 43 9.8
DG13 present 30 6.8
DG14 present 0 0.0

Table 10: Additional data groups

Up to 10% of the registered ePassports contaireedalta groups 11, 12 or 13 (additional
personal or document data). However no ePasspatdioed a DG14 file, which is used for EAC
mechanism.

3.1.3 Reading times and data rates

Because just one sample (#5) from a package waisfoiseming measurement and not all
ePassport suppliers delivered complete packs wstimiples the following results are based on a
total number of 84 different ePassport samples.

Reading Time | Reading Time [sec] | Data Rate [KByte/sec]
All ePassports

Min 2.8 1.2

Max 17.8 6.6

Average 5.8 3.9

Median 5.5 3.7
ePassports with BAC

Average 5.8 3.8
ePassports without BAC

Average 5.7 4.8
ePassports with AA

Average 6.3 3.8
ePassports with CA

Average - -
ePassports with TA

Average - -
Table 11: Average reading times and data rates(fatrof data read / read time) from the back

office test

There were just a very few ePassports without BAgIgetion. So this result could not be
generalised.

3.2 Cross-Over Test

As described in chapter 2.3.3 during the cross-tastr one representative of each registered
ePassport pack was read by each registered rgadems At maximum, for one ePassport
sample three successful readings could be achgsteckader system.
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The results were noted manually by the test teamastest protocol. The protocol contained the
following data:
- Reading time for each of the three read attempts
The reading time was only measured if the readimggss succeeded; otherwise the time
value was not meaningful and the attempt was maakddilure.
Security mechanisms
The rating for the security mechanisms was notesliasessf the application clearly
indicated that the mechanism has been succesphalbfed. As long as no obviotelure
was indicated, nothing was recorded. If the readéiware showed the detailed results of
the passive authentication process, these resatts noted in the corresponding sub-
items.
Mandatory LDS data visualisation
Here it was logged if MRZ data and face image vagsplayed successfully or not.
Data groups
This item group referred to the LDS data groupsciitiave been accessed by the reader.
If the application successfully read a data grough @displayed its content, the
corresponding item was markedsagcesslf the read was attempted but failed, it was
marked agailure. If the application did not try to access a certdata group or if a data
group was not present on a ePassport, the fielchatasarked.
Optional data elements
This item group referred to the support of the Eg)@cification 1.0 as proposed for EU
fingerprint ePassports. If the ePassport and théeresupported this specification the
corresponding results were logged. These results iméormal only.
Additional comments

Note: About 50% of all readers planned to use tRd (but even more vendors switched to GRT
during the test.

3.2.1 ePassport Performance

Figure 6 shows the reading performance of the @®ass which shows the ratio of successful
readings to the total number of readings for ewedtgssport sample.
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Figure 6: ePassport performance: percentage otssful reads (successful reads / total

number of possible reads) vs. passport_ID

Note: The results of the following ePassports Haaen flawed due to technical issues:

ePassport #0079: The ePassport was not equipped®({ but many reader vendors
using the GRT tried to read it with BAC mechanismalded, which lead to an error. This
is not an ePassport failure but an incorrect ushtiee GRT regarding this particular
ePassport.

ePassports #0013 and #0014: The versions 2.7bedBRT were distributed with an
already pre-filled certificates database (file &l) including a certificate coincidentally
matching the correct certificates of these ePasspReader vendors using this version of
the GRT including the database may have displag@dsein signature and/or certificate
chain verification. This is not an ePassport falbut an incorrect behaviour of the GRT
which did not use the correct certificate.

During back office registration, both document sigeertificate and certificate chain
were detected to be correct for these ePassports.

Most ePassport samples could be read by the vastitmaf reading systems, as illustrated by
Figure 7.
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Figure 7. Cumulative histogram plot of ePassperfgrmance: the majority of the ePassports
could be successfully read, although only a fewewerd in all cases

For two ePassport samples all read attempts weregsed successfully. More than three-
guarters of the ePassport samples achieved aofagioccessful read attempts of at least 80%.
Just one ePassport sample achieved a ratio ofssfatesad attempts of less than 50%.

3.2.2 Reader Performance

Figure 8 shows the reading performance of the @@dsseader. The reading performance shows
for every reader the ratio of successful readbedatal number of reads.
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Figure 8. ePassport reader performance: percenfagyecessful reads (successful reads / total

number of possible reads) vs. reader_ID

While Figure 8 illustrates the performance withpess to the success of all reading attempts
(best case: three out of three read attempts weressful per ePassport sample), Figure 9 shows
the number of readers for which at least one otitr@fe read attempts was successful.
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Figure 9: ePassport reader performance: percenfagjdeast one successful read per ePassport
sample vs. reader_ID

Figure 9 shows that two reading systems (#7 angl W& able to successfully read all
ePassports, meaning that at least one out of thaskngs attempts was successful.
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Figure 10: Cumulative histogram plot of ePasspeatler performance: the majority of the
readers could successfully read the ePassportsgdilne cross-over test, but only a
few could read all passports

For two ePassport readers more than 98% of allatathpts were processed successfully. More
than two-thirds of the ePassport readers achievatiaof successful read attempts of at least
80%. Just three ePassport readers achieved afatimcessful read attempts of less than 50%.

3.2.3 System Reading Times

While the reading times and read rates reportethapter 3.1.3 were derived under ideal
standard conditions during the back office test,abtual system reading times measured during
the cross-over test show different results. Forottganisers, the recording of reading times
during the cross-over test was a question of Iqwierity and was meant to give hints to the real
ePassport reading times at e.g. a point-of-entnjottunately, vendors regarded this issue with a
higher priority and established a speed-competition

Reader set-up | Average reading time [sec]
Manual MRZ acquisition 5.1
Swipe & Plunk reader 9.1
Full page reader 9.5

Table 12: System reading times from the cross-teatr

Therefore, due to the following reasons, the tiraigiyen in Table 12 have to be considered with
some limitations:
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For manual MRZ acquisition (the method least recemted by the organisers), the
timing startecafter the MRZ was typed in, sometimes resulting in ascderable
reduction of theecordedtime. Of course, theverall read time increased with manual
MRZ entry.

For swipe & plunk as well as full page reader operathe MRZ acquisition was part of
the time measured.

During the test, some reader manufacturers swittdoed swipe or full page mode to
manual MRZ acquisition in order to gain a few setThis behaviour resulted in a
mixed-mode average on the timings above.

Advanced full page reader systems do not only cesidhe chip, but perform optical
checks of physical security features as well. Aséhchecks are of outmost importance at
a real border crossing scenario, they did add gomeeto the overall time measurement
during the cross-over test. However, the variouglees tried to minimise the time spent
for these checks by disabling them as much aslgessi

3.2.4 Influence of shielded ePassports on the reade  r performance

Some issuing authorities added a physical shietddin passport cover in order to avoid or
minimise the possible detection of a RF-chip egetgppPassport by unauthorized reading
systems. In order to read these ePassports, thleasthicover page has to be effectively removed
from the RF-field of the reading system. For soysteams (especially full page readers), reading
of these ePassports may lead to some difficultreeghe shielded cover page distorts the RF
field of the reader.

During the cross-over test, the ePassports #000 #@d02 were equipped with physical
shielding which resulted in a substantially smatlember of successful read attempts, compared
to the majority of the ePassports in the test [sgere 6).

Table 13 shows the ability of the various readiygtesms to cope with the shielded ePassports
during the cross-over test.
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Reader_ID
ePassport 0001
ePassport 0002

Reader_ID
ePassport 0001
ePassport 0002

Reader_ID

ePassport 0001
ePassport 0002

Table 13: Reading performance of shielded ePatsspbrof readers, which were able to read
successfully the shielded ePassports #0001 and®2#§GOyes, n = no)

3.2.5 Detection of manipulated ePassports

Beyond functional testing, the ePassport InterdpbtyTest Event focussed on ICAO’s
mandatory Passive Authentication Mechanism in ot@ensure integrity and authenticity of the
chip data. It was therefore strongly recommendatrdader manufactures authenticate the data
on the ePassport by validating the complete ceatéi chain up to §&sca and to display the result
of this operation. That is why participants werguieed to provide their Document Signing
Certificates (if not stored on the chip itself) abduntry Signing Certificates (sca) to the
organisers.

In order to evaluate the awareness and the abilitgader manufactures to authenticate the data
read from the chip, two “fake” ePassports weresteged and used in the cross-over test.

Fake 1 (passport_ID #0050)

For this fake, we manipulated the personal da2Gi and DG2 (on bit level). This simulated a
possible name or photo substitution in the chig.da@he SOD and the certificate chain remained
unchanged.

Figure 11 shows the screenshot of the GRT foreRmssport (#0050): the hash values were
found as not correct (see log window and red ce@diG marker).
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Figure 11: Fake 1 — Manipulated Data Groups 1 & 2

Figure 12: Fake 2 — Manipulated certificate chain
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Fake 2 (passport_ID #0051)

For this fake, DG1 and DG2 remained unchanged lamtiash values contained in the SOD
corresponded correctly to the DGs. However, thaid@nt signer certificate was manipulated.
This scenario simulated a counterfeiter who credtadhed and signed his own data correctly,
but had no access to the certificates to applgdineect certificate chain.

Figure 12 shows the screenshot of the GRT foreRmssport (#0051): the hash values were
found to be correct (see the yellow DG marker)thatcertificate check failed (see log window

and redX).

Table 14 illustrates the ability of the readingtsyss to detect the manipulated ePassports #0050
and #0051, based on the results of the cross-eser t

Fake 1 Fake 2

Fake Detection Performance (DG (certificate
manipulated) | manipulated)

Total number of reading systems 44 45

Number of reading systems without any successéad re 4 2

Reported results:
DG-Hash-Verification — successful
DG-Hash-Verification — failed
DG-Hash-Verification — no result reported 16
Passive authentication — failed (no further ds}ail 4

SOD-Signature-Verification — successful 20
SOD-Signature-Verification — failed 17

SOD-Signature-Verification — no result reported 8
DS-Certificate-Verification — successful 5 |
DS-Certificate-Verification — failed 15
DS-Certificate-Verification — no result reported 25
SOD-Sign.-Verification OR DS-Cert.-Verification
failed 24
Passive authentication — failed (no further ds}ail 0

Table 14: Fake detection performance during tbeszpver test, based on the protocol sheets of
the official testers (dark green — reason for failteported correctly / light green —
unspecified result, but suspicion raised correlcted — wrongly reported correct
reading)

3 passport #0050 was not tested on readers #18930,
* Passport #0051 was not tested on readers #30, 39
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Even taking into account that some software appiina made cryptographic errors less obvious
than the GRT and that the official testers recoitieddetails of the reading process not in all
cases correctly, it must be noted that the majorfityre reading systems did not detect our
manipulated ePassports. This is despite the fatinithe outline of the Interoperability Test
Event it was stated clearly that Passive Authetiinawill be a crucial part of the cross-over test
session.

For Fake 1 (manipulated DG) 8 out of 44 cases wegerted correctly as faulty, at least another
4 raised suspicion that Passive Authenticatiordaisomehow”. But in 20 cases, this
manipulated ePassport was reported with “DG Haglifivaion correct”!

For Fake 2 (manipulated certificate) 15 cases wegperted correctly as faulty, 24 raised
suspicion that the verification of either the SQ@nature or the certificate failed. Still in 5 case
this manipulated ePassport was wrongly reportaceaged correctly.

Taking into account that the reading systems otthss-over test were no fully border control
applications, the inability of approximately 50%tbé reading systems to apply the ICAO
mandatory Passive Authentication scheme correattietect our faked ePassports is
unacceptable. Even if considered only as a routyimate, the results of this test show a
considerable lack of awareness of the reader metunéas regarding integrity and authenticity of
the chip data.

3.2.6 Notes

The result of the cross-over test is not a comptetix of all registered ePassport packs vs. all
registered ePassports. The reasons for this:
The amount of ePassports varies around 90 ePassport
0 91 ePassport sets were officially registered
o0 ePassport set 91 replaced ePassport set 24 adhmnimg of day 2. So it may be that
some reader vendors have tested ePassport 24 dn @iayget comparable results
these reading attempts are eliminated from thdtrasalysis.
Results of some specific ePassports / ePasspdeireambinations are not reported. We
do not know exactly, why some ePassports haveemt tested on specific readers, but
test teams reported, that some reader vendorsrnodeen present at their desk when the
team showed up.

3.3 Conformity Test

Due to the limited time during the conformity testly ePassports labelled as priority A were
tested. In total, 55 ePassports were tested, 8#eai used the BAC protocol. Within 2 days, 21
hours of continuous testing was performed, reggitinmore than 710 pages of test protocols.
The detailed results of the conformity testing weigde available to the individual ePassport
producer only and are not part of the official rdpy. So the following clauses show just the
aggregated results.
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3.3.1 Results of Layer 1-4

During layer 1-4 test session, 55 ePassports wested for compliance. 33 of them passed all

selected tests, for 6 ePassports minor issuesabserved.

Test case | Pass [%] Fail [%)] Inconclusive
Communication Stability 69.4 30.6 6 pcs.
Start-up Time 98.0 2.0 4 pcs.

PICC Reaction on RATS/ATTRIB 90.0 10.0 5 pcs.
PCD uses Chaining 96.1 3.9 5 pcs.
PICC uses Chaining 100.0 0.0 5 pcs.
Reaction on CID 79.4 20.6 3 pcs.

Table 15: Aggregated results for layer 1-4 tesesdtest cases which have been assessed

“‘inconclusive” are not included)

Within the layer 1-4 test the following observasomere done:

Communication stability

Most envisaged problems were at the lower edgkeo§pecified field strength (1.5 A/m),
however, there were a few ePassports which werdesined to support 1.5 A/m.
There were no recognisable tendencies for probleithsa specific signal form provided.

Start-up time

For start-up time and polling no significant prabewere observed.

Handling of RATS/ATTRIB

Most occurrences were about the reaction to coetURATS/ATTRIB provided during

communication.
Chaining

There was no tendency for problems.

Reaction on CID

Most envisaged problems occurred around the asyeshbésponse frames (correctness
of responses) and the reaction on commands whitfaioed CIDs other than assigned

one.
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3.3.2 Results of Layer 6-7

During layer 6-7 test session, 55 ePassports wested for compliance. For each layer four test

cases were selected to show some representatitenton conformity tests.

Test case | Pass [%] | Fail [%]
ISO_7816_B_4 (Plain SelectFile command for DG 28AC

protected ePassport) 68.5 31.5
ISO_7816_C_23 (Plain ReadBinary command with SFhon

BAC protected ePassport) 96.3 3.7
ISO_7816_D_3 (SelectFile command with an invalichpzeter

P1) 96.4 3.6
ISO_7816_E 5 (Valid ReadBinary command with SFI for

EF.COM) 08.2 1.8

Table 16: Aggregated results for layer 6 testsase

Main observation on layer 6 tests was that nearbrthird of the ePassports gave a wrong
response at unauthenticated attempts to selectecped file. For this case the ICAO technical
report [PKI] requires the chip response 0x6982ysgcstatus not satisfied).

Test case | Pass [%] | Fail [%]
LDS_A_3 (LDS Version number referred by EF.COM) B5. 14.5
LDS_C 7 (DG2 CBEFF Format Owner Element) 100.0 0.0
LDS_C 8 (DG2 CBEFF Format Type Element) 85.5 14.5
LDS_D 7 (Coding of the Document Signer Certificate) 69.1 30.9

Table 17: Aggregated results for layer 7 testsase

Main problems on layer 7 tests occurred by checkiegsigning certificate used to verify the

EF.SOD object. Nearly one-third of the tested ep@ss used an erroneous certificate. There are

two main errors:
Key usage extension

As stated in [PKI] key usage extension should lggalSignature only.

Certificate validity period

The validity period of the document signing cectiie should cover the validity period of

the passport itself.
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4 Summary and Conclusions

The different parts of the Interoperability TesteBtshow some interesting results. These results
are summarised in the following clauses.

4.1 Back Office Test

About 60% of the registered ePassports was of 4233 type A, 40% type B. The predominant
part (96%) of the ePassports was protected by Basiess Control (BAC). Active
Authentication (AA) was used by 36% of the ePadspdione of the registered ePassports was
protected by Extended Access Control mechanism€EjEA

Different algorithms were used for protection akigrity of the chip data. For hashing mainly
SHAL (66%) and SHA256 (32%) was used, other algoritypes were negligible. For signature
of the SOD file different algorithms were used: thoSHA1withRSA (40%) and with
significant parts RSA, RSA PSS, SHA256withRSA, E@GREhSHAL.

Most of the ePassports contained the facial image’EG format (70%), 30% used the
JPEG2000 format. In equal parts Full Frontal ordrokmage format were used (40% each).
Even though ICAO Document 9303 [Doc9303] requirésee full frontal image or token image
for the facial image type nearly 20% of the sampla#tained other facial image types.

The average data rate for reading all LDS filesnftbe chip was approx. 4 kByte per second.
Since there were just a few ePassports without BA@eaningful comparison between the data
rates of ePassports with BAC and ePassports witBA@ could be performed.

4.2 Cross-Over Test

Most ePassport samples could be read by the vastitpaf reading systems. For two ePassport
samples all read attempts were processed sucdgsdfole than three-quarters of the ePassport
samples achieved a ratio of successful read atteoftt least 80%. Just one ePassport sample
achieved a ratio of successful read attempts oftlean 50%.

Two ePassport reading systems were able to suatgssiad every single ePassport, meaning
that at least one out of three readings attempssswecessful.

For two ePassport readers more than 98% of allagachpts were processed successfully. More
than two-thirds of the ePassport readers achievatdaof successful read attempts of at least
80%. Just three ePassport readers achieved afatimcessful read attempts of less than 50%.

The reading times have to be considered separfatedach class of reader. Reading systems
with manual MRZ acquisition had an average reatimg of approx. 5 seconds. This covers

only the time needed for reading the data froncthip. The time for manual acquisition of MRZ
was not covered in this scheme, but of courseréfsislts in a considerably longer time needed for
the complete reading process.
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Swipe & plunk readers needed an average readirggdfrapprox. 9 seconds. This covers reading
the chip data as well as acquisition of MRZ.

In general, full page readers needed the longestfior reading a ePassport (9.5 seconds).
However, advanced full page reader systems donmigtread out the chip, but perform optical
checks of physical security features as well.

Unfortunately, during the test some reader manufacs switched from swipe or full page mode
to manual MRZ acquisition in order to gain a fewa®ls. This behaviour resulted in a mixed-
mode average on the timings.

During the cross-over test, two ePassports wergpgd with physical shielding. This resulted in
a substantially smaller number of successful retgpts, compared to the majority of the
ePassports in the test. This problem of a mismagtiveen document vs. reader construction can
be resolved by an appropriate antenna design nigligent control software in the reading
system.

Beyond functional testing, the ePassport InterdpktyTest Event focussed on ICAO’s
mandatory Passive Authentication mechanism in dalensure integrity and authenticity of the
chip data. In order to evaluate the awarenesstandlility of reader manufactures to
authenticate the data read from the chip, two “fakassports were used in the cross-over test;
one with manipulated DG1 and DG2 data and anothemoth manipulated SOD file.

It must be stated that the majority of the readipgtems did not detect the manipulated
ePassports. This is despite the fact that thensudlf the Interoperability Test Event clearly state
that Passive Authentication will be a crucial prthe cross-over test session. The inability of
approximately 50% of the reading systems to agpyICAO mandatory Passive Authentication
scheme correctly to detect the faked ePasspantsaisceptable. Even if considered only as a
rough estimate, the results of this test show aidenable lack of awareness of the reader
manufacturers regarding integrity and authenticftthe chip data.

4.3 Conformity Test

In layer 1-4 tests 60% of the ePassport samplesedaal selected test cases, 11% showed minor
issues. Most problems were observed regardingesis bf communication stability. The
envisaged problems were at the lower edge of teeifsgd field strength (1.5 A/m), however,
there were only a few ePassports which were nogded to support 1.5 A/m.

Regarding the test system layout itself, testingeniban 50 different ePassport implementations
resulted in further need for narrowing down themdor interpretation with some functionality
and related test cases.

In layer 6-7 tests two main issues were observadh® one hand nearly one-third of the
ePassports gave a wrong response at unauthentatéeatpts to select a protected file. On the
other hand nearly one-third of the tested ePasspsgd an erroneous certificate regarding key
usage extension or/and validity period.

The test tool (ePassport Conformity Test Suite 8f/8cunet) used in the conformity test
showed its usability for large scale conformityesssnent.
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4.4 Conclusions Interoperability Test Event

This test event showed that cross-over testingicgythas its limitations and should soon be
replaced by single-ended testing against PICC &1 tést specifications. This approach will
have the following advantages:
Test samples are checked for conformity using eafez installations - i.e., there is no
need to repeat the tests with all available devices
Backward compatibility with earlier versions of phj operating systems and readers is
ensured.
Tests can be carried out at any time, in indepert#shlaboratories, without organising
large-scale tests.
The test results are documented in detail and earehfied and reproduced at any time.

Comparison of the results from conformity tests ara$s-over tests shows that results from
cross-over test can just give hints for erroneaydementations. Often problems can not be
assigned undoubtedly to the reader or to the ePds§jor the precise identification of problems
clearly defined test cases and configurations assled.

Large cross-over tests require a complex organisakior executing a big number of cross-over
reading attempts it is necessary to have diffelesters. Since the reading times are measured
manually and the displayed result have to be regdsy the testers, there may be different
interpretations of the results and errors in timeasurement. So it is difficult to obtain
comparable results e.g. for reading times withliarge cross-over test.

Especially time measurements during the cross-4aatiare likely to contain a substantial error
margin, resulting in a wide variation of readingés. Although the organisers pointed out that
functional evaluation rather than time measuremes the focus of the test, it was noticed that
during the cross-over test a number of reader vamsleitched from automatic MRZ reading to
manual input in order to gain a few seconds in tead. Such behaviour, of course, makes the
comparable evaluation of reading times at least gaestionable and effectively thwarted the
intentions of the organisers.

As to the linkage of border policy issues and redulectionality: one of the major intentions of
the testing was the well in advance announced weald” context where a reader meets the
multitude of ICAO-compliant ePassports with all ttenbinations allowed for signature and
hashing algorithms, image types etc. This is ofeare importance for the reader manufacturer
community and a real virtue of these results.

The unsatisfactory detection rate of two digitatignipulate